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I'BAOY Ne 11 Ilymkunckoro paitona Cankr-IlerepOypra

1 O0mme moJ1oKeHus

1.1 Hacrosimas [Tonutuka siBIsieTcsl TOKYMEHTOM, JOCTYITHBIM BCEM COTPYAHHUKAM
["'ocynapcTBEHHOr0 OIOKETHOTO JIOIIKOJIBLHOIO 00pa30BaTEIbHOTO YUPEXKACHUS TeTCKUM ca Ne
11 IMymkuackoro paiiona Cankr-IletepOypra (nanee - ['BJIOY) u BceM mob30BaTesIsIM €ro
pecypcos. [IpencraBnser co06oii opUIMAIIEHO MPUHATYIO pykoBoacTBOM - [ BJIOY cuctemy
B3TJIAI0B Ha obOecrieueHne nHdopmarmonHoi 6e3onacHoctu B - 'BJIOY.

1.2 OcuoBHoli 3a7aueii B obnactu napopmarmonHoii 6e3onacaoctu ['6I0OY npuznaer
COBEPIICHCTBOBAHUE MEP U CPENICTB o0ecrieueHrs nHHOPMALIMOHHON Oe30MacHOCTH
uH(popmarnoHHbIX pecypcoB 'B/IOY B KOHTEKcTe pa3BUTHUS 3aKOHOIATENbCTBA U HOPM
peryanpoBaHus HHPOPMALIMOHHOM e TETbHOCTH.

1.3 B pamxkax cBoeii aestensHocta [ BJIOY 00s13yercs mpeanpuHIMATh BCE BO3MOKHBIE
Mephl JUIs 3alIUThl HH(POPMALUK OT pUCKa IPUYUHEHHS Bpesia, YOBITKOB U yliepoa,
BO3HUKAIOIIUX
B pe3yJIbTaTe peaan3aly yrpo3 HHPOPMALMOHHONW O€30MaCHOCTH WM APYTUX
IPOTUBONPABHBIX JEHCTBUI, CBA3aHHBIX C HApYIIEHHEM HH(OPMALIMOHHON O€30MMacHOCTH
I'BAOY.

1.4 TpeGoBanus HHPOPMAIIMOHHOM Oe30nacHOCTH, KoTopble npeabssidoTes ['B/I0Y,
COOTBETCTBYIOT LieisaM aearenbHocty ['BJIOY u npenHazHadyeHb! 1715 CHUKEHUS PUCKOB,
CBSI3aHHBIX ¢ MH(OPMALIMOHHON 0€3011aCHOCTHIO, 10 IPUEMIIEMOTO YPOBHS.

1.5 Peanu3zanus 1 KOHTPOJIb UCIIOJHEHUS TPEOOBaHUI, yCTaHOBIEHHBIX HACTOSIIEH

[TonmuTHKo#, OCYyIIECTBIIETCS paOOTHUKAMK CTPYKTYpHBIX mojpazaenenuii [ B0V,
OTBETCTBEHHBIX 32 MH(POPMAIIMOHHYIO O€3011aCHOCTh, B COOTBETCTBUU CO CBOMMHU
JOJPKHOCTHBIMHM MHCTPYKIIMSIMU U IPYTUMH BHYTpeHHUMH okymeHTamu ['5/I0Y no
UH(POPMALIMOHHOM 0€30MacHOCTH.

2 Henu u 3aga4u odecnevyeHusi HHPOPMAIHOHHOI 0€30MACHOCTH

2.1 Hensmu obecnieuenust napopmanrionnoi 6ezonacHoct ' BJIOY sBistores:

— 3amuta uHTepecoB ['B/IOY, paOOTHUKOB U HMHBIX CYOBEKTOB HH(DOPMAIMOHHBIX
OoTHomIeHuH, B3auMozecTByrommx ¢ ['BJIOY, oT BO3MOXHOrO HaHECeHHs yiepbda ux
JEATETbHOCTH TIOCPEJICTBOM CIYyYalHOTO WM MPEAHAMEPEHHOr0 HECAHKIHOHUPOBAHHOTO



BMEIIATENbCTBA
B mporecc (GyHKIMOHUpOBaHUs HHPpopManuoHHbIX cucteM [BJAOY, napymenuss padoThI
TEXHUYECKUX W TPOTPAMMHBIX CPEICTB, HPUBOAAIIETO K HEJAOCTYMHOCTH WH(OpMALNH,
pas3rialleHuIo, MCKAKEHUIO, YHHYTOXKCHUIO 3alluIaeMoll HH(oOpMaluu U ee HE3aKOHHOMY
UCII0JIb30BaHUIO;

— oOecriedeHHe YCTOMYMBOIO U KOPPEKTHOrO (PYHKIIMOHUPOBAHUSA MPOTPAMMHBIX
u annapaTHeIx komnoHeHToB ['B/IOY u npenocTaBiisseMbIX CEPBUCOB;

—  coOmroieHre IPaBOBOTO PEKKMMa HCIIOJIb30BAHMSI MAaCCHBOB M MPOrpaMM 00pabOTKU
uHpOpMaLnu;

—  TpeIoTBpallleHHE peaanu3aluu yrpo3 0e3onacHocTu as aesteabnocta [ BJOY.

2.2 O6bexkTaM HHOOPMAIIMOHHBIX TPABOOTHOLICHUHN SBIISIOTCS:

— uH(}OpMaLMOHHBIE PECYPCHI, B TOM YUCIIE C OTPAHUYEHHBIM JJOCTYIIOM;

— mpomeccsl 00paboTku uHPopmanuu B uHPOpManumoHHbIX cucremax ['BJIOY,
nH(OPMaLIMOHHBIE TEXHOJOTHH, PErjiaMeHThl W Mpolenypbl cbopa, o0pabOTKH, XpaHEHUS
U repenaun HHPOpMaLuy;

— uH(popmannoHHas WH(PaACTPYKTypa, BKIIOUYAIOLAs CHUCTEMbl 00OpabOTKU, XpaHEHHS
U aHanM3a WHQPOpPMAlWM, TEXHWYECKHE M IMPOrpaMMHBIE CpEACTBa ee 00pabOTKH, Iepemadu
U 0TOOpakeHHUs, B TOM YHCIIe KaHaibl HHHOPMAITMOHHOTO OOMEHA U TeJIeKOMMYHUKAIINU;

— CHCTEMBI M CpEICTBA 3aIIUTHl MHPOPMALWHU, OOBEKTHI M TOMEIIEHHs, B KOTOPBIX
pa3MeIIeHbl XpaHWInIa UHPOPMAIIHH.

2.3 CybOwextamu nH(GOPMAIIMOHHBIX OTHOIICHUH TIPU MCIIOJIb30BaHIH WH(POPMAIIMOHHBIX
cuctem ['bZIOY, 3aunTepecoBaHHBIME B 00ecTieueHUN HHPOPMAIIMOHHOM 0€30MacHOCTH,
ABJISIOTCS:

— TI'BAOY, kak cobcTBeHHUK MH(GOPMAIMOHHBIX PECYpCOB U OMEpPaTOp MEPCOHATbHBIX
JTAHHBIX;

—  pabotauku noapasaenenuit [ bJIOY, kak moiap3oBaTeNn U MOCTABIIUKHA MH(POPMAIIH
B MH(OPMAaLIMOHHBIE CUCTEMBI;

—  [opuanyYecKkue U (pU3MUecKHue JIula, CBEICHUS O KOTOPBIX HAKAIUIMBAIOTCS, XPAHSITCS
u oOpabareiBaroTcst B mHpoOpManmonnsix cucremax I'B/IOY.

2.4 CyObexTsl HH()OPMALIMOHHBIX OTHOIIIEHUI 3aMHTEPECOBAHBI B 00ECIICUCHUU:

—  KOH(UICHIMAIBLHOCTHU ONpeAeTIEHHON YacTh HH(OpMalnu;

—  LEJOCTHOCTU MH(pOpMAIH;

—  CBOEBPEMEHHOI'0 J0CTyNa K HeoOX0UMOoi UM MH(pOpMaIuy;

—  3AIIUTHI OT HABS3bIBAHUS UM JIOXKHOH (HEOCTOBEPHOM, HCKaXKEHHOMN ) MH(OpMaIH;

—  pasrpaHUyYEHUs] OTBETCTBEHHOCTH 32 HapyLIEHHs 3aKOHHBIX IIPaB (MHTEPECOB) IPYTUX
CyObeKTOB MH(OPMAIIMOHHBIX OTHOIIEHMH W  YCTAaHOBJIEHHBIX MpaBUJ  OOpalleHus
¢ UH(popManueii;

—  BO3MOXXHOCTH OCYILECTBIJIEHUSI HENPEPBIBHOIO KOHTPOJIS U YNPABICHUS MPOLECCAMU
00paboTKH U neperaud HHPOpMaLUY;

—  3alIUThl COOTBETCTBYIOIIEH YacTH MH(OpPMAIMK OT HE3aKOHHOTO €€ TUPaKHPOBAHUS
U pacIpOCTPaHEHHUS.

2.5 Jlns 1oCcTHKEeHU 1eliel 3aluThl M 00ecrieueH s yKa3aHHbIX CBOICTB MH(pOpMaluHy,
cucreMa obecrieuenust uHpopmanronnoi 6ezonacHoctu 'bJIOY nomkHa obecrneunBarh
pellIeHne CIEAYIOINX 3a1ayu:

2.5.1 3amuTy OT BMemATENbCTBA B Tporecc (YHKIIMOHUPOBAHHS HH()OPMAIMOHHBIX
CUCTEM IIOCTOPOHHHUX JIMI (BO3MOYKHOCTH HCIIOJIb30BAaHUS CHUCTEMBI M JIOCTYIl K €€ pecypcaM
JOJI’KHBI UMETH TOJIBKO 3apEruCTPUPOBAHHBIE MTOJIH30BATENH ).

2.5.2 PasrpaHuyeHue J0CTyHa 3aperMCTPUPOBAHHBIX TI0Jb30BATENIE K almapaTHbBIM,
IPOrpaMMHBIM M HMH(QOPMAIMOHHBIM pecypcaM HHGOPMAIMOHHBIX CHUCTEM (BO3MOYKHOCTb
J0CTyla TOJIBKO K TEM pecypcaM U BBINOJIHEHMS TOJIBKO TE€X ONEPALMd C HUMH, KOTOpBIE
HE00XO0IUMBbI KOHKPETHBIM IOJIb30BATENSIM JIJIsl BBIITOJIHEHUSI CBOMX CITY>KEOHBIX 00s13aHHOCTEN ).



2.5.3 Peructpanuio ¥ TEPUONMYECKUN KOHTPOJb JIEHCTBUH TMOJb30OBATENEed MpU
WCIIOJIb30BAaHUHU 3alllMIIAeMbIX PECYPCOB M MEPHOJUYECKHM KOHTPOJIb KOPPEKTHOCTH MX
JIEUCTBUM.

2.5.4 KoHTpoiap 1eNOCTHOCTH (OOecneYeHrue HEM3MEHHOCTH) Cpelbl  HMCIOJHEHUS
IpOTpaMM U €€ BOCCTAaHOBJICHHE B CITyyae HapyIIECHUSI.

2.5.5 3amuTy OT HECAaHKIMOHUPOBAHHOM MOIM(UKAIMK U KOHTPOJb IEIOCTHOCTU
ucnonap3yemblx B I'BJIOY mnporpaMMHBIX CpeACTB W JAHHBIX, a TakXKe 3alluTy
OT HECAaHKIIMOHUPOBAHHOT'O BHEIPEHUS BPEAOHOCHBIX MPOTPAMM.

2.5.6 3amuty wH(bOpPMANMKM OTPAHWMYEHHOTO JIOCTYIA, XPAaHUMOH, 0OpadaThIBaeMOil B
I'BAOY, 0T HECAaHKIIMOHUPOBAHHOTO PA3IJIAICHUS WM UCKAKEHUSI.

2.5.7 OGecrieyenne  ayTeHTU(UKALUU 10JIb30BaTeei, YYacTBYIOIIHUX
B MHGOPMAIMOHHOM OOMeHe (MOATBEP)KIACHUE MOJJIMHHOCTH OTHpPaBUTENSl U TOJIydaTens
UH(OPMALIKN), a TAKXKE ONpPEIeTICHIE aBTOPa MIPH CO3/IaHUU U MOIU(PHUKAIIMKA HHPOPMALINH.

2.5.8 ObecrieueHrne UCIPABHOCTH MPUMEHSIEMBIX B HHPOpMaIMOHHBIX cucTtemMax ['BJIOY
CPEACTB 3alUThHI HH(OPMAIIHH.

2.5.9 CBoeBpeMEHHOE BBISIBJICHUE HCTOYHUKOB yIpo3 0€30MacHOCTH HHPOPMAIIUH, TPUIUH
U YCIOBHH, CIIOCOOCTBYIOIIMX HAHECEHHIO ymepOa 3aMHTEPECOBAHHBIM  CYOBEKTaM
WH(OPMAILIMOHHBIX OTHOIICHHM, CO3JaHNe MEXaHW3Ma ONEPATUBHOIO pPearupoBaHUS Ha YrpoO3bl
0e301acHOCTH HH(POPMAIIHH.

2.5.10 Coznanue ycioBuid JUisi MUHMMHU3AIUU HAHOCHMOTO yiep0a HempaBOMEPHBIMU
NEHCTBUSAMH, OCJIA0JICHHE HEraTUBHOTO BIUSHHUS M JHUKBUAALWS TOCICICTBHA HapyIICHUS
6e3omacuoctu undopmanuu B '6I0Y.

2.6 Pemenue Brimenepeuncinennbix 3a1a4d B ' BJIOY ocymectBisiercs:

2.6.1 Yuerom Bcex MOMJIEKAUIUX 3alUTe MH()OPMAIMOHHBIX PECypcoB (KaHAOB CBS3H,
anrmapaTHbIX U MPOTPAMMHBIX CPEICTB).

2.6.2 PermaMeHTanue mporeccoB O0OpaOOTKM MOJUIeKAIlIeld 3ammTe HHGOpPMAIIUH,
neiictBuii  pabotHukoB ['BJIOY wu mepcoHanma, OCYIIECTBISIONIETO OOCITYy)KMBAaHHUE W
MOIU(UKAIIMIO TPOTPAMMHBIX M TEXHHYECKHX CpPEICTB, Ha OCHOBE YTBEPKICHHBIX
OpraHU3aIMOHHO-PACTIOPSAUTEIBHBIX JIOKYMEHTOB o BOIIPOCaM obecrieueHus
nH(pOpMaIMOHHOM 0€30MMacHOCTH.

2.6.3 Ha3naueHneM u TIOATOTOBKOH paOOTHWUKOB, OTBETCTBEHHBIX 32 OpPraHHU3AINIO
U OCYILIECTBJICHHE MEPOIPUATHI Mo obecnieueHuto nHpopmanronHoii 6e3omacuoctu B 'BJI0Y.

2.6.4 Hanenenunem KaxJjoro paboTHHKa MHHUMAJIEHO HEOOXOTIMBIMH JIJISI BBITIOJTHEHUS] UM
CBOUX (DYHKIMOHAIBHBIX OO0S3aHHOCTEH MOJHOMOYMSMHU MO AOCTYNY K HH(OPMalMOHHBIM
pecypcam.

2.6.5 3HaHMEM M CTPOTUM COOJIIOJICHMEM BCeMHU pPAOOTHUKAMH, HCHOIb3YIOUIMMHU
U OOCITYy)KUBAIOIIMMH allapaTHble W TMPOTPaMMHBIE CPEICTBA, TPEOOBAaHUI OpraHU3AIMOHHO-
pacropsAUTeNbHBIX JOKYMEHTOB 10 BOIpOcaM o0ecredeHns HHPOPMALMOHHOM 6e301acHOCTH.

2.6.6 TlepcoHambHOM OTBETCTBEHHOCTHIO 32 CBOM JEHCTBUS KaXAOTO pabOOTHUKA,
YyYacTBYIOUIETO B  paMKaX CBOMX (YHKUMOHAIbHBIX 0Osf3aHHOCTEH B  Ipoleccax
AaBTOMATU3UPOBAaHHOW 00pabOTKM HHQOpMAIMM W HMMEIIIEro JOCTYNl K pecypcam
UH(POPMALIMOHHBIX CHCTEM.

2.6.7 Peanmzanmeit TEXHOJIOTMYECKUX MIPOLIECCOB 00paboTKu uH(popManuu
C HCIOJBb30BAHUEM KOMIUIEKCOB OPraHM3allMOHHO-TEXHMUYECKHX MEp 3allUThl MPOrpaMMHOI0
o0ecTieYeHNsI, TEXHUUECKUX CPEICTB U JTaHHBIX.

2.6.8 Ilpunsatuem Mep 1o oOecreyeHuIo GU3NUECKOH 1IeTOCTHOCTH TEXHUYECKUX CPECTB
WHPOPMAIIMOHHBIX CHCTEM U TOJJICp)KaHHEM HEOOXOAMMOTO YPOBHS 3allMIIEHHOCTH WX
KOMITOHEHTOB.

2.6.9 Hcnonmp3oBaHneM (U3NIECKUX U TEXHHUECKUX (TIPOTPaMMHO-AMITAPATHBIX) CPEICTB
3amuTel pecypcoB I'BJIOY n anMuHHCTpaTUBHON NOAAEPKKON UX UCIIOIb30BAHUS.

2.6.10 KouTponem  cOOJNIOJEHUS  TOJIb30BATEISIMH  MH(POPMAIMOHHBIX  CHCTEM
TpeboBaHUil Mo obecneueHn0 HHHOPMAIIMOHHOW OE30TTaCHOCTH.



2.6.11 Mpuanueckorr 3amurtoir wuHTepecoB [BJOY mnpu B3auMomelcTBHHM C
IOPUAMYECKUMUA ¥ (QU3UYECKUMH JIMIAMH OT MPOTHBONPABHBIX W HECAHKI[MOHHPOBAHHBIX
JIEUCTBUNA CO CTOPOHBI ATUX JIULI.

2.6.12 TIpoBenennem aHanu3a 3QHEKTUBHOCTH MPUHATHIX MEP M MIPUMEHSEMBIX CPEJICTB
3anmtel  uHpopmammu B I'BJIOY. PaspabGotkoii u  peanmuzaumedl  npemioKeHui
no coBepuieHcToBanuo C3U B I'BJIOY.

3 Ilpunuunbl odecneyenusi HHGPOPMAIUMOHHOI 6€30NACHOCTH

3.1 IlpuHIuU 3aKOHHOCTH

3.1.1 IIpu BBIOOpE 3aIIUTHBIX MEPOIIPUATHH, PEaTU3yEeMBIX CUCTEMOI 00ecreyeHus
MH(POPMALIMOHHOM 0€3011aCHOCTH, AOJKHO COOIIOaThCs ACHCTBYIOLIEE 3aKOHOIATENbCTBO.

3.1.2 TIpuHsTHIE MEPHI 3aIUTHI HE JOJDKHBI IPENSATCTBOBATh JOCTYNY K 3alIUIAeMON
MH(OPMALIUU CO CTOPOHBI TOCYIaPCTBEHHBIX UJIHM ITPABOOXPAHUTENIBHBIX OPIaHOB, €CIIA TaKOH
JOCTYI HEOOXOJIUM B CIIy4asix, IPEyCMOTPEHHBIX 3aKOHOATEIbCTBOM.

3.1.3 IIporpamMMHO-TeXHUYECKHE CcpeacTBa, mpuMeHsembie B ' BJIOY, nommkHb nMETh
COOTBETCTBYIOIIME JHUIEH3UH, ouinansHo npuodperatsest [ BAOY y npencraBureneit
pa3pabOTUYHUKOB 3TUX CPECTB.

3.2 [IpuHIUIT CHCTEMHOCTH

[Tpu mocTpoeHny crcteMbl oOecTiedeHrs THPOPMALMOHHOM 0€30MacHOCTH HE0OXOAMMO
MPUMEHATh CUCTEMHBIN NIOIXO0M, KOTOPBIN MPEANOoaraeT B3auMOCBSI3b MIPOLIECCOB OPTaHU3aALUN
3amuThl HGOpMAUOHHBIX pecypcoB 'B/IOY, cornmacoBaHHOE MPUMEHEHUE METOIOB U CPECTB
3anuThl HHGopMamoHHbIX pecypcoB ['BIOY.

3.3 [IpuHIIUIT KOOPIUHALIMH

3.3.1 Ilpu opranu3aiuu ACHCTBUI 1O 0OecredyeHN0 HHPOPMAIIMOHHON 0€30TIaCHOCTH
pyxoBoacTtBo ['BJIOY obecrnieunBaeT 4e€TKyIO B3aUMOCBSA3b COOTBETCTBYIOIUX CTPYKTYPHBIX
NOJIpa3JIeIICHUI MeX 1y COOOM, C MPEICTABUTEISIMA CTOPOHHUX OPTaHU3aIMid, OKa3bIBAIOIIMX
YCIIYTH B PaMKaX JJOTOBOPHBIX 0053aTEIbCTB.

3.3.2 TIpu nmocTpoeHuM, BHEAPSCHUH U IKCILTyaTallud CUCTEMBbI 00SCIICUCHUS
uHpopmarnmonHoi 6e3omnacHoctu pykoBoicTBO ['BJIOY obecrieunBaer yciaoBus aiis
7¢deKTUBHON KOOPAMHALIMY ACUCTBUI BCEX JUII, 00ECTIeYNBAIOLINX HH()OPMALIMOHHYIO
0€30MacHOCTb.

3.4 IlpuHIUT IPYKECTBEHHOCTH U TIPOCTOTHI

3.4.1 Cucrema obecnieuenus nnpopmannonHoi 6e3omnacuoct B 'OV popmupyercs
TakKUM 00pa3zoM, 4TOOBI cJIe/1aTh MaKCHMaIbHO MTPO3PAYHBIMU JJISl TIOJIb30BaTENIEN
uHpopmannonsbix cucreM ['BJIOY npoueccs! ee PyHKIIMOHUPOBAHMSL.

3.4.2 Cucrema obecnieuenus napopmannonHoi o6e3omacaoct B '6JIOY BricTpanBaercs
TaKUM 00pa3oM, 4YTOObI OTpaHUYEHHS OPTaHU3AIMOHHOIO U TEXHUYECKOTO XapakTepa,
Hanaraemble Ha coTpyaHukoB I'BJIOY B cBsi3u ¢ peanu3zanueil 3alIUTHBIX Mep, CYLIECTBEHHO HE
3aTpyAHSAIN paboTy ¢ pecypcamu nHpopMmaoHHbIx cucteM ['BJIOVY.

3.5 [IpuHUIMT TPEBEHTUBHOCTHU

Mepsl, npumensiemsle ['bJIOY ¢ nenbio obecrieuenuss THPOpMaMOHHON 0€3011acHOCTH,
JIOJIKHBI HOCUTB YIIPEXKIAIOIIUI XapaKTeP U HE IOMYCKATh PEAIM3ALIAI0 COOTBETCTBYIOIINX
yrpo3 U arax.

3.6 [IpuHIMTT ONTHMATHFHOCTH U MHOTOYPOBHEBOCTH
3.6.1 Br160Op eAMHBIX IPOTPAMMHO-TEXHUYECKHUX CPEJICTB C IENTbI0 COKPAIICHHUS PacX0/I0B
Ha CO3/[aHUE U MOJACPKKY (PYHKIIMOHUPOBAHUS KOMIIOHEHTOB CUCTEMbI 00eCTIeueHHsI
MH(GOPMaLMOHHON 0€30M1aCHOCTH.
3.6.2 IIpumeHeHue pa3HOPOIHBIX TPOTPAMMHO-TEXHUYECKUX CPEJICTB 3AILUTHI, C LENbIO
MOCTPOEHHUS LIETOCTHOU CUCTEMBI 00ecrieueHrs NH()OPMAIIMOHHON O€30MaCHOCTH U YCTPaHEHUS
BO3MOXKHBIX YSI3BUMOCTEH.



3.6.3 Mcnonp3oBaHue A5l CO3MaHMS pa3HbIX pyOexeil oOecrieueHust HH(POPMAIMOHHON
0€30MacHOCTH CPEJICTB, KOTOPHIE UMEIOT CXOKHE IPYT C APYroM (PYHKITNHU, HO pa3pabOTaHHBIC
Pa3IMYHBIME MTPOU3BOAUTENISIMU M UMEIOIINE PA3INYHYIO JOTHKY HOCTPOCHHS 3alIUTHBIX
MEXaHU3MOB.

3.7 IIpuHIIUIT PKOHOMUYECKOM 11eJIec000pa3HOCTH

3.7.1 OcymecTBICHHE OIICHKU YPOBHS 3aTpaT Ha obecredeHne 0e30IMacHOCTH, [ICHHOCTH
WH()OPMAIMOHHBIX PECYPCOB U BEIMYMHBI BO3MOXKHOTO yiepoOa aist ['6/I0OY B ciydae
HapYIICHUS KOH()UICHIIMATLHOCTH, IIEJIOCTHOCTH M IOCTYITHOCTH MH(GOPMAITMOHHEBIX PECYPCOB.

3.7.2 Beibop HEOOXOIUMOTO U JJOCTATOYHOTO YPOBHS 3aIIUTHI HH(OPMAITHOHHBIX

PECYPCOB, IPU KOTOPOM 3aTPAThI, PHUCK M pa3Mep BO3MOXHOTO yIepOa sBIISIOTCS
MIPUEMIICMBIMH.

3.8 IlpuHuun HEMPEePBHIBHOCTH U HEAOMYCTUMOCTH OTKPBITOTO COCTOSHUS

3.8.1 Cucrema obecnieuenus napopmaimonaoi 6e3omacaoct B ['BAOY crpoutcs Takum
00pazom, 4ToOBI mporiecc 3amuThl HHhopMaroHHbIX cucTeM I'BJIOY ocymecTBisiics
HETPEPHIBHO U LIEJICHANPABICHHO HA MPOTHKEHUH BCETO KU3HEHHOTO IIMKJIA HHPOPMAIIMOHHBIX
CHUCTEM.

3.8.2 Cucrema obecrnieuenus naopmanuontoi 6e3onacaoctu B 'BJIOY mpu mo06bIx
BO3HHUKAIOIIHUX 00CTOATENBCTBAX JTHUOO0 MOJTHOCTHIO BHIMOIHIET CBOU (DYHKIIHH, TUOO0 MOTHOCTHIO
OJIOKMpPYET AOCTYII.

3.9 IpuHnumn npodeccuonamn3Ma

3.9.1 IlpuBnedenue st pa3pabOTKUA U BHEPEHUS CUCTEMBI 00eCIIeueHUs
nH(GOPMaLIMOHHON 06€30MaCHOCTH, PU HEOOXOJUMOCTH, CIIEIUATN3UPOBAHHBIX OpraHU3aIIHH,
Han0oJiee MOATOTOBIECHHBIX K KOHKPETHOMY BHUY ACATEIBHOCTA U UMEIOIIHX
COOTBETCTBYIOIIIME JIMIICH3UH HA BHITIOJHEHHs pabOT U MPAKTUYECKUI OIBIT B JAHHOU 00JIacTH.

3.9.2 Opranu3anus npodecCHOHAIBHON MOTOTOBKH CBOUX PAOOTHHUKOB IS
9KCILTyaTallid KOMIIOHEHTOB CUCTEMBI 0OecriedeHus] HHPOPMAIIMOHHOM 0€301acHOCTH.

3.10 IMpuHIMD BEIOOpa pelieHU A 3aIIUThI

3.10.1 OpuenTanus Ha MPUMEHEHHE COBPEMEHHBIX BBICOKOTEXHOJIOTUYHBIX PEIICHUI
¥ IIPOrPaMMHO-TEXHUYECKUX CPEJICTB 3aIIMUTHI, XOPOILIO 3aPEKOMEHI0BABIINX CE0sl, UHTYUTHBHO
MOHSATHBIX U HE CIIOXHBIX B IKCIUTyaTaIHH.

3.10.2 Mcnonb30BaHuE OLIEHKH CTENEHN KOPPEKTHOCTU (DYHKIIMOHUPOBAHUS U
UCTIOTHEHUS 3aIIUTHBIX ()YHKIIUN, OTKa30yCTOHYMBOCTH, IPOBEPKH COTJIACOBAHHOCTH
KOH(Urypaluuy pa3iIudyHbIX KOMIIOHEHTOB U BO3MOKHOCTH OCYILIECTBIIECHHS LIEHTPATU30BaHHOTO
aJIMAHUCTPUPOBAHHS MIPU BHIOOPE PEIICHHH MO 3auTe NHPOPMAIIMOHHBIX CHCTEM.

3.11 IpuHwn pa3BUTHS

3.11.1 Pa3zBuTHe 1 0OHOBIICHHE Ha PETYJISIPHON OCHOBE CYIIECTBYIOIICH CUCTEMBI
obecrnieueHns HH()OPMAIIMOHHON OE30MaCHOCTH.

3.11.2 OpueHTanus Ha TPEEMCTBEHHOCTh MPUHSATHIX paHee PEIICHHH 1Mo 3aluTe, Ha
aHanu3 GYHKIMOHUPOBAHUS MH(POPMAITMOHHBIX CUCTEM U CaMOW CUCTEMBI 00eCTIeUeHHS
MH(}OPMaLlMOHHON 0€3011aCHOCTH.

3.12 IpuHmI nepcoHaNbHON OTBETCTBEHHOCTH U Pa3JIeNIeHUs 00sI3aHHOCTE!

3.12.1 PykoBoactBo ['BIOY ompenenser npaBa 1 OTBETCTBEHHOCTb KaX/10T0
KOHKpETHOIro pabOTHHKA (B Mpesieax ero JOKHOCTHBIX 00s13aHHOCTEN) 3a o0ecreueHue
6e3omacHocTH nHpopMannoHHbIX pecypcoB ['BJIOY.

3.12.2 Cucrema obecrieuenns nHpopMmannonHoi 6e3omacHoct 'B/IOY obecrieunBaer
paszieneHre MOJTHOMOYHH B MH(POPMALIMOHHBIX CUCTEMAaX, 00I3aHHOCTEN U OTBETCTBEHHOCTH
MeX1y paOOTHUKAMHU, UCKITIOYAOIee BO3MOKHOCTh HAPYIICHUS! KPUTUYECKU BaXKHBIX TS
I'BIOY mpolieccoB U co3IaHus yI3BUMOCTEH B 3alIUTe HHPOPMAIIMOHHBIX PECYpPCOB.



3.13 IpuHIIMT MUHUMH3AIIUN TPUBUIICTHH TI0JIb30BaTEIICH

OO0ecnieyeHue MoOIb30BaTENICH MPUBHIICTUIMA MUHUMAJIBHO JOCTATOYHBIMH JIJISI
BbIMOTHEeHMs uMH cBouX (yHKIui B ['BJIOY, B COOTBETCTBHH CO CBOUMU JOHKHOCTHBIMU
0053aHHOCTSAMU.

4 30HBI OTBETCTBEHHOCTH YYACTHHUKOB Ipolecca odecredeHusi HHPOPMaMOHHOM
0e30MacHOCTH

4.1 PyxoBoacteo I'BJIOY

4.1.1 Co3naet ycnoBus, IPpU KOTOPBIX KaXKIbIi paOOTHUK 3HAET CBOU 00S3aHHOCTH
W 33J1a4d B OTHOIIEHUU MH(POPMAIIMOHHBIX PECYPCOB U 00ECIeUnBAET HATMYUE HEOOXOAUMOTO
pazzeneHus QyHKIUN U MOJTHOMOYUH B LEISIX HEJOMYIEHHs KOH(IMKTAa HHTEPECOB.

4.1.2 Haznayaet paOOTHMKOB, OTBETCTBEHHBIX 3a cO3/laHue U ucnonb3oBanue C3U,
uH(popmanuu odpadateiBacmoit B 'BJIOY, peanu3zamuio mporeccoB odbecrnedeHus
nH(GOPMaLMOHHON 6€30MaCHOCTH, a TAKXKE UX KOHTPOJIS.

4.1.3 OGecrieunBaeT TOCTATOYHYIO YUCICHHOCTh U KBATM(DUKAIUIO TIEPCOHATIA,
OTBETCTBEHHOT'O 32 IOCTPOEHHUE U MOJIepKaHKe TPOIIECCOB obecredeHus: THPOPMaIMOHHOMN
Oe3onacHocTH, BHeApenue u ynpasienue ['bJIOY, a Takke KOHTPOJIb 1 MOHUTOPUHT TEKYIIETO
COCTOSTHUS CHCTeMbI oOecnieueHus: nHpopMmarmonHoii 6eszonacHoctu ['I0OY.

4.1.4 Uauuuupyet, oCylIeCTBIISAET NOAAEPKKY U KOHTPOJIUPYET BHIIIOJHEHUE BCEX
mporeccoB obecriedyeHuss HHGpopmanonHoit 6ezonacuoctu B 'BJIOY.

4.1.5 AHanm3upyeT pe3yNbTaThl padoT 1Mo 00ecIeYeHn 0 NHPOPMALTMOHHONW OE30MTaCHOCTH
Y Ha UX OCHOBE MPUHUMAET PEIICHUS O HEOOXOAUMOCTH Pa3BUTHS CUCTEMBI 0O0ECIICUeHUs
MH(}OpPMaLlMOHHON O€3011aCHOCTH, €€ Pa3BUTHS, O BOSMOXHOCTH IMIPUHSTHS OCTATOUYHBIX PUCKOB
nH(}OPMaLIMOHHON 0€30MaCHOCTH, O BBIICTICHIUH PECYPCOB, HEOOXOIUMBIX JJISl peaan3auu
[TonuTrku nHGOPMATMOHHON 0€30TaCHOCTH.

4.2 KomnerentHsie noapazaenenus [ BJJOY

4.2.1 TloaroraBiuBaroT IpeaioKeHus 1o 1opadoTke [Tonutrku nHGOpMaImoOHHOMI
0€30IaCHOCTH B YaCTH TEXHUYECKOT0 oOecriedeHrst HHpopMmannonueix cucrtem ['BOY.

4.2.2 Pa3pabatbiBatoT mpoueypsl 3pGEeKTUBHOTO YIPABICHUS TEXHUUECKUMHU
U IIPOrpaMMHBIMHU CPeJICTBAMU MH(GOPMAIIMOHHBIX CUCTEM U MPUMEHSIOT UX B IPAKTHUECKON
JIeATETbHOCTH B OTHOLIEHUH BCEX cUCTeM, ercTByromux B 'B/IOY.

4.2.3 Opranu3yroT NpoBeACHHE HEOOXO0IMMOT0 HHCTPYKTaXKa paOOTHUKOB CTPYKTYPHBIX
NOJpa3/IesIeHUil B YaCTH BOIIPOCOB O€30MacHOM HKCIUTyaTallui HHPOPMALIMOHHBIX CHCTEM.

4.2.4 O6ecreunBaroT 3aMUTy JOCTYIA KO BCEMY CEPBEPHOMY U KOMMYTAIIHOHHOMY
000py/I0BaHUIO, HOCUTEISIM UH(POPMAIH, KOTOPbIE UCIIOJIb3YIOTCS B COOTBETCTBYIOIINX
CTPYKTYPHBIX IIOJpa3ACICHUsAX.

4.2.5 OcymecTBISIOT MEPOTIPHUSITHS TIO TIOJ/IEPIKKE COMTPOBOKICHUS U HCIIOb30BAHMS
UH(POPMALIMOHHBIX CHCTEM.

4.2.6 O0ecreynBaOT 0TKa30yCTOMYHNBOCTH BCETO MPOTPAMMHO-ANTIapaTHOTO KOMILIEKCa
U TIPOLEAYPY PErIaMEeHTUPOBAHHOTO BOCCTAHOBIIEHUS! pabOTOCIIOCOOHOCTH MOCIIE OTKA30B
KOMITOHEHTOB.

4.2.8 PerynsipHo 0OHOBIISIIOT IPOTrpaMMHBIE U POrpaMMHO-annaparHele komriekcsl C3U
B ['BJIOY.

4.2.9 OcymecTBIsIOT NOAAEPKKY (PYHKIIMOHUPOBAHHS HH(POPMAIIMOHHBIX CHCTEM
Y IPUHUMAIOT HEOOXOUMbIE MEPHI 0 KOHGUTYPUPOBAHUIO CUCTEM IS 00€CTIEUeHHUSI
HE00X01MMOro ypoBHs HHpopMalnoHHO# 6e3omacHocT 'BAOY.

4.2.10 KoHTpOonHpyrOT paboTOCIIOCOOHOCTh YCTPOHCTB OecTiepeO0iHOTO MM TaHHS
kputnuHbIX 111 I'B/IOY nHbopManoHHbIX cHCTEM.

4.2.11 ObecneunBarOT PU3NIECKYIO 3AITUTY TIOMEIIEHHUH, B KOTOPBIX PacHoararTcs
kputnunslie U1t ['BJIOY undopmanmonsbie cucTeMBbl.



4.2.12 ObecneunBalOT CONPOBOXKACHNUE YCTPOUCTB KOHTPOJISI JOCTYIA B IIOMEIICHHS
I'BJ1OVY.

4.2.13 ObecneunBaroT 3amuTy HHPOpMannoHHbIX pecypcoB 'BJIOY ot cinydaitHoro uim
HaMEPEHHOT'0 YHUUTOXECHMSI, UCKAXKEHUS, pa3riIallleHusl.

4.2.14 KoHTpOJHMPYIOT BINOJIHEHNE YCTAaHOBICHHBIX IPABUIJI U IPOLETYp 0oOecreueHus
uHpopmarnmonHoi 6e3omacuoctu B 'B/IOY.

4.3 PykoBoauTen CTPYKTYpHBIX noapazaencHuii ' bJIOY

4.3.1 OGs3anbI coOmo1aTh TPeOOBAHUS ACHCTBYIOLIETO 3aKOHOKaTeNbCTBa Poccuiickoit
Oenepannn 1 BHyTpeHHUX JoKkyMeHTOB ['BJIOY B uactu obecrnieuenust nHGOpMaIMOHHON
0€30MacCHOCTH.

4.3.2 ObecreurnBarOT KOHTPOJIb 32 COOJIFOACHUEM HOPM U TTpaBUJI 00eCIIeUeHUs
UH(POPMALIMOHHOM O€30MaCHOCTH B CBOEM CTPYKTYPHOM IOJIPa3/IeICHUU U HHPOPMUPYIOT
KOMIIETEHTHOE TOpa3ieJIeHIE O JIFOObIX MOI03PUTENBHBIX COOBITUAX WM HAPYIICHUSAX
NeHCTBYIOIUX MPaBUII oOecreueHust HH)OPMAITMOHHOW O€30MTaCHOCTH.

4.3.3 ObecrieurnBarOT COOTBETCTBHUE JICUCTBUN PabOTHUKOB moapa3aeneaus [lomutrke
UH(POPMALIMOHHOM 0€30MaCHOCTH, BHYTPEHHUM JIOKyMEHTaM 10 WH(POPMAIIMOHHOH
0e30MacHOCTH U JIOBIM APYTUM pacropsbkeHusiM pykoBojactsa ['BJIOY mo Bompocam
MH(OPMaLMOHHON 0€30MaCHOCTH.

4.3.4 OpranusyloT NpoBeieHre HeOOX0IMMOT0 HHCTPYKTAXKa M0 BOIIPOCAM BBINOJTHEHUS
npaBuiI HH(POPMAITMOHHOHN 0€30MacHOCTH /7Sl BCEX paOOTHUKOB CBOETO CTPYKTYPHOTO
MOIpa3/IesICHus.

4.3.5 KoHTpoIMpyIOT BEIIOJTHEHNE pAOOTHUKAMHU B CBOEM CTPYKTYPHOM MOPa3/IeICHUN
YCTaHOBJICHHBIX MPABUJI B LIEJSAX obecriedeHus! PU3ndeckoil 6€30MacHOCTH KOMITbIOTEPHOTO
000pyI0BaHUS M HOCUTENIEH HH(DOPMAITHIH.

4.3.6 CBoeBpeMeHHO HH(GOPMUPYIOT PYKOBOJICTBO O BCEX BBISBICHHBIX COOAX B paboTe
WH(OPMAIMOHHBIX CUCTEM.

4.3.7 KOoHTpOoIHMpyIOT JOCTYH K HEOOXOUMBIM HH()OPMALIMOHHBIMU pecypcaM paObOTHUKOB
CBOETO CTPYKTYPHOTO IOJIPa3/IeJICHUsI B COOTBETCTBHH C TIOTPEOHOCTHIO B MpEeNiaX CIIy)KEOHBIX
00s13aHHOCTEH.

4.4 Pa6otnuku ['BJI0Y

4.4.1 Cobmro1at0T U BBIONHSIOT TpeboBanus [lonmutuku nHbOpMaIIMOHHON
0€30MacHOCTH, COOTBETCTBYIOIINX JIOKATBHBIX akTOB, JokyMeHToB ['B/IOY mo Bonmpocam
MH(}OPMaLlMOHHON 0€3011aCHOCTH.

4.4.2 CobmroatoT KOH(QUACHIIMATFHOCTD JAHHBIX, JOCTYI K KOTOPHIM ObLT MU TIOTyYEH.

4.4.3 O6ecrieunBaroT (YU3MIECKYI0 O€30IMACHOCTh BCETO TEXHUIECKOTO 000pyI0BaHUS
Y HOCHUTEJIeH HHPOpMaIIUU, UCTIOIB3YEMBIX B paboTe.
4.4.4 He nonmyckaroT CaMOBOJIBHOTO TIOJIKJTFOUEHUS M UCTIOJIb30BAHUS
B aBTOMAaTHU3UPOBAHHOM HHPOPMAIIMOHHOMN CHCTEME JIMYHOTO KOMITBIOTEPHOTO U IU(PPOBOTO
000pyoBaHus, a TAK)Ke HOCUTENEH HHPOPMAITIH.

4.4.5 He nonyckaroT CaMOBOJIbHYIO YCTaHOBKY IPOTPaMMHOT0 00ecrieueHus Ha
KOMIIBIOTEPHI, BXOJSIINE B COCTaB MH()OPMAIIMOHHOW CUCTEMBI.

4.4.6 CBoeBpeMeHHO HH(OPMHUPYIOT PYKOBOIHUTEIS CBOCTO CTPYKTYPHOTO TIOIpa3 IeIICHUs
0 BCEX Cllydasx HapylleHus WH(HOPMAIMOHHON OE30MaCHOCTH U O BCEX BBISIBICHHBIX COOSX
B paboTe MpOrpaMMHBIX U MMPOTPAMMHO-ANTIAPATHBIX CPEJICTB.

4.4.7 TIposBISIOT OCMOTPUTENHHOCTh B OTHOIICHUU JTIOOBIX IEHCTBHUI, KOTOPHIE MOTYT
MOBJICYH 3a COOOH CHUKEHUE YPOBHS MH(POPMAITMOHHOM 0€30MacHOCTH.

4.5 Croponnaue Gu3HUECKUE U IOPUINIECKHUE JIUITA

Co0mo1at0T U BRIMONHSIOT TpeboBanus [lonmutuku nHpOpMamoHHON 6€30MacHOCTH,
COOTBETCTBYIOIIMX JIOKAJIBHBIX aKTOB M ToKyMeHTOB [ B/IOY u npyrux pacnopskeHni
PYKOBOJICTBA I10 BOMpocaM WH(OPMAIIMOHHON O€30MacHOCTH MIPH UCTIOIHEHUH JJOTOBOPHBIX
0053aTeNbCTB.



5 OcHOBHBIEC TPEOOBAHUA 110 3aIMTEe HH(POPMALMH OTPAHUYEHHOI0 JOCTYNA

5.1 O6mue TpedoBaHuUs

5.1.1 BI'BAOY Heo0x0auMo coOII0IaTh PEXUM O€30MacHOCTH, MTPeIyCMaTPUBAIOIINN
peanu3almio OpraHu3alliOHHO-TEXHHYECKUX MEPOIIPUATHUI, HAallpaBJIEHHBIX Ha o0ecreyeHne
KOH(HICHIIMATHHOCTH HHPOPMALIUH, TOCTYI K KOTOPOI OrpaHUYEeH B COOTBETCTBUHU
¢ TpeOOBaHUSIMH 3aKOHOAATENIbCTBA Poccuiickoit Denepamum.

5.1.2 BI'BAOY ocymectBisiercs 00paboTKa ¥ XpaHeHHEe WH(OPMAIIUU OTPAHUYEHHOTO
JocTyna (JOCTYI K KOTOpOi orpanuyeH (efepaibHbIMU 3aKOHAMU U CITYKeOHON
HEOO0XO0IMMOCTBIO).

5.1.3 BI'BIOY nomxken ObITh pazpaboTaH nepedeHb HHPOPMALIMA OTPaHUYEHHOTO
JIOCTyTA.

5.1.4 TBJIOY, kak obnanaTenp HHGOPMAIMK OTPAHUYCHHOTO JOCTYIIA, TIPH
OCYILIECTBIICHIH CBOMX TPaB 00s3aHO:

—  colurojaTh NpaBa U 3aKOHHbIE HHTEPECH! MHBIX JIULL;

—  IPUHUMATh MEPHI 10 3aLIUTe HHPOPMALIUY;

—  OrpaHM4YMBaTh JOCTYH K HH(OpPMALUU, €CIU Takas OOA3aHHOCTb YCTaHOBJIEHA
beneparbHBIMU 3aKOHAMH.

5.1.5TBAOY, xak obnagarens nHGOPMAIIUU OTPAaHUYSHHOTO JOCTYIIA, €CIIM HHOE HE
IPEIyCMOTPEHO (peepaibHbBIMH 3aKOHAMH, BIIPABE:

—  paspemiaTh MWJIM OrPaHUYMBATH JOCTYN K HH(POPMALUHU, OINPEeNATh MOPSI0K
U YCJIOBHSI TAKOTO JIOCTYTIA;

—  WUCHONB30BaTh HH(OpMAIMIO, B TOM YHCJIE pPACIpPOCTPaHATh €€, IO CBOEMY
YCMOTPEHHIO;

—  §epezaaBaTh MH(OPMALUIO IPYTUM JIMLAM HAa YCTAaHOBJIEHHOM 3aKOHOM OCHOBAaHMU;

—  3alMuaTh yCTAHOBJIEHHBIMU 3aKOHOM CIIOCOOAMM CBOM IIpaBa B ClIyyae HE3aKOHHOI'O
HOJy4YeHUs: UHPOPMALIUU UITH €€ HE3aKOHHOT'O UCIO0JIb30BAHUS UHBIMU JIUIIAMU;

- OCYILECTBIISITh MHBIC ICUCTBUS ¢ MHPOpPMALMEH WM pa3pemaTrh OCYIIECTBICHUE
TaKUX JIEHCTBHMH, €CIIM ATH JEHCTBHA HE MpPOTHBOpeYaT (enepanbHbIM 3aKOHAM U JPYTUM
HOPMAaTHUBHO-TIPABOBBIM aKTaM PEryJsiTOPOB.

5.1.6 TBAOY, aBnssice obnamareneM HHGOPMAITUN OTPAHUYSHHOTO IOCTYIIA, B CIyJasiX,
YCTAHOBJICHHBIX 3aKOHOJaTeNbcTBOM P®D, 00s13aHO 00ecreunTh:

- npenorspauienrne HCJ{ k nndopmanmu u (uim) nepegayu ee aulam, He UMEIOLIIIM
IpaBa Ha JOCTYI K UHQOpMalHH;

- cBoeBpeMeHHoe oOHapyxeHue (paxkroB HCJI k nnpopmanuy;

- HEJONYIEHUEe BO3ACHCTBUS HAa TEXHUYECKHE cpencTBa oOpaboTKM HH(pOpMalUH,
B pe3yJIbTaTe KOTOPOTO HapymiaeTcsi X (yHKIMOHUPOBAHUE;

—  BO3MOXHOCTb perIaMeHTUPOBAHHOTO BOCCTaHOBJICHHUS uHpOpMaluy,
MOIU(GHUIIMPOBAHHON WIIM YHUUTOKEHHOHM BCIIEICTBUE HECAHKIIMOHUPOBAHHOT'O JIOCTYTIA K HEll;

—  TIOCTOSIHHBIA KOHTPOJIb 32 00eCTIeYeHHEeM YPOBHS 3alUIIEHHOCTH HHPOPMAIINH.

5.1.7 3aummTa nHpOpMaLIUK OTPAaHUYEHHOTO JIOCTYyIA MPEACTABIAET COOON MPUHSITHE
IPaBOBBIX, OPTAHU3ALMOHHBIX U TEXHUYECKUX MEp, HAlpaBJIEHHBIX Ha:

—  coOmoneHne KOH(PHISHIMATHHOCTH WHPOpPMANuU (MCKIIOYEHHE HENMPaBOMEPHOTO
JOCTYTIA, KOMTUPOBAHHUS, TIPEAOCTABICHHSI WJIH PACIIPOCTPaHEHHS HHPOPMAIIUH ),

—  o0ecrieyeHHe  ILEJTOCTHOCTHM  HHpoOpManMu  (MCKIIOYEHHE  HEMPaBOMEPHOIO
YHUYTOXKEHUS WM MoAU(ULIpPOBaHHS HH(POPMAIINN);

—  peamM3anuio TpaBa Ha JOCTYH K WHpopMmamuy (MCKIIOYEHHE HEeMpaBOMEPHOTO
OJ10KMpOBaHUS UHPOPMALIUH).

5.2 Opranuzanus 3auThl KOHUASHIHATEHONW HH)OpMAIIH

5.2.1 llpu opranuzauuu B I'bJIOY 3amuTel HHGOpPMALIUK OrpaHUYEHHOTO I0CTYTIA,
HEOO0XO0IMMO PYKOBOJICTBOBAThCs TpeOoBaHusiMU DenepansHoro 3akoHa oT 27.07.2006 Nel49-
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@3 «O06 nnpopmanyu, THPOPMALMOHHBIX TEXHOJOTHIX U O 3aIIUTE MH(OPMAIUID U
®denepanpHoro 3akoHa ot 27.07.2006 Ne 152-D3 «O nepcoHanbHBIX JaHHBIX», KOTOPHIE
PETyIUPYIOT OTHOLICHHUS, CBSI3aHHBIC C YCTAaHOBIICHUEM, H3MECHEHHEM U TIPEKPAIICHHEM PEKUMa
00paboTKH 3amunaeMoi HHGOpMaITHH.

5.2.2 BIT'BJIOY HeoO6xoaumMo coOII01aTh PEXKUM 3aIIUTH KOH(DHUIEHITHAITBHON
undopmanuu (nanee — KN):

— orpanuueHue nocryna k KW, myrem ycraHOBieHUs mopsiika oOpallleHusi ¢ 3TOH
uH(popMalrel 1 KOHTPOJIS 32 COOTIOACHUEM TaKOTO MOPSAKA;

—  y4erT Iul, noxyduBmux qoctyn k KU, u (im) mun, KOTopeIM Takas HHpopMarius Obiia
[IpeloCTaBlIeHa WK NIepeIaHa;

—  peryIMpoBaHHE OTHOIIEHHWH 1o ucnonb3oBannio KU, ¢ paboTHHKaMu Ha OCHOBaHHUH
TPYJOBBIX IOTOBOPOB M KOHTPareHTaMu Ha OCHOBAHUHU I'PayKIaHCKO-TIPABOBBIX JIOTOBOPOB;

—  HCIOJb30BaHHE MATEPHAIBHBIX HOcUTener, conaepxkammx KM B cooTrBercTBumM
C YTBEPXKJIEHHBIM MOPSAIKOM, HCKITIOYAIOIIUM HECAHKIIMOHUPOBAHHBIN TOCTYI K HUM.

5.2.3 [lnsa obecnieuenus 3ammtel KM, ['BJIOY BrpaBe mpuMeHsTh CpeicTBA U METOBI
TEXHUUYECKOH 3alIUThI, IPEANPUHUMATD IPYTHe, HE MPOTHUBOPEYAIUE 3aKOHOIaTeNIbCTBY PD,
MEPpBI.

5.2.4 B uensix oxpansl KW, B paMkax TpyAOBBIX OTHOLICHHH HEOOXO0IUMO:

—  O03HAaKOMUTH IIOJ] PACIHCKY pPaOOTHUKOB, JOCTYI KOTOphIX K KW, HeoOXomwm yis
BBIMIOJTHEHHUS] UMU CBOUX CIY>K€OHBIX oOsi3aHHOCcTeH, ¢ mepeuHeM KU, u ycTaHOBIEHHBIM B
I'BAOY pexxumom 3amutsl KW, a Takske MepaMu OTBETCTBEHHOCTH 3a €r0 HApYIICHHE;

— co3marb pabOTHHKAM HEOOXOJUMBIE YCIOBHS JUIS COONIOACHHS YCTAaHOBJIEHHOTO
pexuma 3ammTel KU.

5.2.5 Pabotnuku ['B/IOY, 00s3aHbI BBIMOIHATH YCTAHOBICHHBIN peskuM 3auuTsel KU, He
pasriamarhk HHpopMaIuo, coctaisrontyo KU, u He ucrmonb30Bath 3Ty HHGOPMAIIUIO
B JIMYHBIX I[EJIAX.

5.3 OcoOeHHOCTH 3alIUThI IEPCOHAIILHBIX JTAHHBIX

5.3.1 Ilpu oprannzanuu B 'bJIOY 3amuThl nepcOHANBHBIX JAHHBIX HEOOXOAMMO
pyKoBOACTBOBaThcs TpeboBanusiMu denepanpHoro 3akoHa ot 27.07.2006 Nel52-D3
«O mepcoHaNbHBIX JAHHBIX», KOTOPBIA PETYIHPYET OTHOLICHHUS, CBSI3aHHBIE C 00pabOTKOM
U XpaHEHUEM MEPCOHAIBHBIX JAaHHBIX TPAKAAH U ONpeAeNseT TpeOOBaHuUS MO 3aIIUTE UX
KOH(UIEHIIMATIBHOCTH.

5.3.2TBAOY caMoCTOATENBHO ONpPENENIET COCTaB U epevyeHb Mep, HE0OOXOAMMBIX
Y JIOCTaTOYHBIX JUIsl 0OecreueHus BBIMOIHEHNS 0043aHHOCTEH, TPETYCMOTPEHHBIX
®enepanbHbIM 3aK0HOM Nel52-D3 1 NpUHATHIMU B COOTBETCTBUM ¢ HUM HOPMAaTHUBHBIMU
IIPABOBBIMU aKTaMH, €CJIM MHOE He NpeaycMoTpeHo PenepaibHbIM 3akoHOM Nel52-D3 unu
OpyrumMu (penepanbHbBIMUA 3aKOHAMH.

5.3.3 [lepeuensp Mep, BeIOTHEHHE KOTOPHIX oOecrieunBaet [’ BJIOY B kauecTBe omeparopa
NIEPCOHAIBHBIX JaHHBIX, JOJDKEH BKJIFOYATH:

- Ha3Ha4YeHHE OTBETCTBEHHOI'O 32 OpraHU3aii0 00padOTKH NEPCOHATBHBIX JaHHBIX;

- U3JIaHUE JOKYMEHTOB, OMNPEAEISAIONIMX €ro IMOJUTUKY B OTHOLIEHMH OOpabOTKHU
NEPCOHAIBHBIX JaHHBIX, JIOKAIBHBIX aKTOB IO BOIpocaM OOpabOTKH MEpCOHAIbHBIX JaHHbIX,
a TaK)Ke JIOKAJIBHBIX aKTOB, YCTaHABJIMBAIOIINX MPOLEYpbl, HAIIPABJICHHBIE HAa IPEIOTBPALLICHHE
Y BBISIBJICHNE HapyIIEHNH 3aKoHoAarenbcTBa PO, ycTpaHeHne nociaeACTBUN TaKMX HApYyIIEHUN;

- IpUMEHEHHE MPABOBBIX, OPraHU3AIMOHHBIX U TEXHUYECKUX MEp M0 00eCHeueHHIO
0€30I1aCHOCTH MEPCOHANBHBIX JaHHBIX B COOTBETCTBUHU cO craTheil 19 denepanpHOro 3akoHa
Nel52-03;

- OLIEHKY Bpe/a, KOTOPBI MOKET OBITh MPUUYMHEH CYOBEKTaM MEPCOHAIBHBIX JaHHBIX
B ciydae HapywmeHuss PenepanbHoro 3akoHa Nel52-D3, cOOTHOLIEHHE YKa3aHHOIO Bpeaa
Y TIPUHUMAaEMBIX OIEpaTOpPOM Mep, HAIPaBJIEHHBIX Ha 0OecrieueHUe BHIOIHEHHSI 00sI3aHHOCTEH,
npexycMoTpeHHbIX PenepanbHbiM 3akoHOM Nel52-D3;
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—  O3HaKOMJICHHE pabOTHHUKOB, HEMOCPEICTBEHHO OCYIIECTBISIONMX 00paboTKY
NEPCOHANBHBIX IaHHBIX, C TIOJ0KEHUAMH 3aKOHOIATeIbCTBA PD 0 epcoHaIbHBIX 1aHHBIX, B TOM
yuciae TpeOOBAHMSAMHU K 3alIUTE MEPCOHAIBHBIX JAHHBIX, JOKYMEHTaMH, ONpEACISIOIINMHI
noautuky AIIP B oTHomeHMH 0OpabOTKM NEPCOHAIbHBIX JAHHBIX, JIOKAJbHBIMH AaKTaMH IO
BOMpOCaM 00pabOTKM MEPCOHAIBHBIX JaHHBIX M OOydeHHE, IPU HEOOXOIUMOCTH, YKa3aHHBIX
PaOOTHHKOB.

5.3.4T'BIOY npu 06paboTKe nMepcoHATBHBIX JaHHBIX 0053aHO MPUHUMATHh HEOOXOAUMBIE
IIPaBOBBIE, OPraHU3ALIMOHHbIE U TEXHUUECKUE MEPbI WM 00ecleunBaTh UX MPUHATHE AT
3aIUTHI IEPCOHATBHBIX JAHHBIX OT HEMPAaBOMEPHOTO WJIH CIIy4aifHOTO AOCTYIA K HUM,
YHUYTOXKEHUS, U3MEHEHUs, OJIOKUPOBaHMsI, KOIMPOBAHUS, [IPEIOCTABIECHUS, PACIPOCTPAHEHUS
NEPCOHANBHBIX JaHHBIX, & TAK)KE OT MHBIX HETIPAaBOMEPHBIX JICHCTBHUI B OTHOLICHUN
HEPCOHAIBHBIX JaHHBIX.

5.3.5 O6Gecrnieuenne 0€30MaCHOCTH MEPCOHANBHBIX TaHHBIX JJOCTUTACTCS, B YACTHOCTH:

—  OIpelesIeHUuEM YIpo3 U HapyluTene 6€30MacHOCTH NePCOHANIBHBIX IaHHBIX NTPH UX
00paboTke B MH(POPMAIITMOHHBIX CHCTEMax NMePCOHAIbHBIX NaHHbIX (Hanee — UCIT/IH);

- npoBeneHueM kinaccupukanuu MCII[lH B cooTBercTBUM C  TpeOOBaHUSIMHU
[TocranoBnenust [IpaButensctBa P® ot 01.11.2012 Nell19 «OO0 yrBepxkaeHun TpeOOBaHMI
K 3allUTe€ NEepCOHANbHBIX MJAHHBIX MNpH HMX 00paboTke B HMH(DOPMALMOHHBIX CHUCTEMAax
MEPCOHANIBHBIX JIAaHHBIX», U oTpeeneHune kiacca 3anumeanoctu st UCIIx;

—  IpPUMEHEHHEM OpraHM3alMOHHBIX UM TEXHUYECKUX Mep 10 00ecrnedyeHuro
0€30I1aCHOCTH TEPCOHATBHBIX JaHHbIX Hpu ux oOpabdorke B MCIIIH, HEOOXOIUMBIX JUIs
BBINTOJIHEHHS TPEOOBAHHH K 3AIIUTE TIEPCOHANBHBIX JAHHBIX, HCIIOTHEHHE KOTOPBIX 00eCIIeunBaeT
BbIOpaHHBIE YPOBHU 3AIIUIIIEHHOCTH IEPCOHANIBHBIX TAaHHbIX;

—  TIpUMEHEHHEM TPOWIEANINX B YCTAHOBICHHOM IMOPSAKE TPOLEAYPY OLEHKH
COOTBETCTBUS CPEJICTB 3AIIUTHI HHPOPMALINH;

—  OLEeHKOH 3¢ (eKTUBHOCTH NPUHUMAEMbIX Mep IO 00eclnedyeHuIo O0e30IacHOCTH
NEepCOHAIbHBIX JAHHBIX 10 BBOAA B 3kcmutyaranuio MCII/IH;

—  y4eTOM MallMHHBIX HOCUTEJIeH MepCOHATbHBIX JaHHBIX;

—  obuHapyxenueMm ¢akroB HCJ/] x mepcoHaNbHBIM JAaHHBIM U TIPUHITHEM MEP;

—  BOCCTaHOBJIEHHEM  IE€PCOHAIBHBIX  JAHHBIX, MOJUGHUIMPOBAHHBIX ~ WJIH
yHHUTOXeHHBIX BeneactBue HCJI k HuwM;

—  YCTaHOBJICHMEM NPaBWJI JIOCTyNa K IEPCOHAIBHBIM IaHHBIM, 00pabaThIBaEMBIM
B UCII/IH, a Taxke oOecreyeHHEM pETHCTpallid M ydeTa BCEX JAEWCTBUN, COBEPIAEMBIX
¢ nepcoHanbHbIMU JaHHbIMU B CI1/IH;

- KOHTpOJIEM 32 [PUHMUMAEMbIMH MepaMH MO o0ecrneueHuto 0e30IacHOCTH
NEPCOHAIBbHBIX JaHHBIX U ypoBHS 3amuieHHoctu UCII/IH.

5.3.6 Pab6otauku I'BJAOY nomxHBI OBITH O3HAKOMIIEHBI TTOJT TOAIMKUCH C TIOKYMEHTAMU,
YCTaHABJIMBAIOIIMH MOPSIOK 00padOTKM MEPCOHANBHBIX JTaHHBIX, a TAKXKE 00 WX MPaBax,
0053aHHOCTSAX U OTBETCTBEHHOCTH.

6 OcHOBHBbIEe TPeGOBaHUS K NpoLeccaM odecnedeHUs1 HHPOPMALMOHHOI
0e3omacHocTH

6.1 OO011MEe TOIOXKEHNS

Metoauueckoe pyKOBOJICTBO, pa3pabOTKy KOHKPETHBIX TpeOOBaHUI! 10 3amuTe
uH(OpMalNH, COTJacoBaHUe BbIOOpA CPENICTB BHIYMCIUTEIHON TEXHUKH U CBSI3U, TEXHUYECKUX
Y TIPOrPaMMHBIX CPEJCTB 3aIIUThI, OPraHU3aLUI0 Pa0OT MO BBISIBIEHUIO BO3MOKHOCTEH
U IPEAYNPEKICHUIO YTEUKH U HApYIICHHsI LIEJIOCTHOCTH 3aIlUIIaeMoi nHpopManuu
OCYILECTBISIIOT KOMIETEHTHbIE Nopa3aenenns [ bJ0Y.



6.2 ®usnueckas 6€30MacHOCTh U 0€30MMaCHOCTh Ha paboyeM MecTe

6.2.1 Cucrema 3amuThl 37aHUN ¥ TIOMEIICHUH, 00bEKTOB M TEXHUYECKUX CPEIICTB
uHpopmannoHHbix cucteM 'BJIOY obecrnieunBaeT BEIOTHEHHUE CASAYIOMIIX (DYHKITU:

- pasrpaHudeHue aoctyna padboTHukoB B nomenieHus ['BJIOY B cooTBeTcTBUU ¢ HX
MOJTHOMOYHSAMU U (PYHKIIMOHAIEHBIMH 005I3aHHOCTSIMU;

- perucrpanuio GakToB BXxoaa pabOTHUKOB B TOMEIICHHSI C TOBBIIICHHBIMU

- TpeOOBaHUSIMU K PEKUMY UX MOCEIHICHUS (CEpBEPHBIC MOMEILIEHHUS, APXUBBI U T.11.);

- peructpanuio $GakToB BX0ja MOCTOPOHHMX JuIl B 31aHus ['BJIOY;

- IPEeOTBpALlleHHe [OCTyla IOCTOPOHHUX JIMI[ B TOMEUICHMS], I/I€ pa3MeEIIeHbI
anmnapaTrHble U CETeBbIE pecypchl HHPOPMAIIMOHHBIX CUCTEM;

— pa3pelIuTeNbHBIA  PEXUM  BHOCA/BBIHOCA  (BBO3a/BBIBO32)  KOMIIBLIOTEPHOTO
000pyI0BaHUSs, CPENICTB 3AMKUCH U XpaHEHHs HH(POPMAIIHH.

6.2.2 Onpenensercs nepeyeHb TEXHUYECKUX CPEJICTB, HAXOASIINXCS B CIIEUATbHBIX
KOHTPOJIUPYEMBIX 30HaX.

6.2.3 K TeXHUYECKUM CpeJICTBaM, KOTOPbIE BBIJCISIIOTCS B CIICLIUATLHBIC
KOHTPOJIMPYEMBIE 30HBI HEOOXOAMMO OTHECTH CIIEAYIOLIUE TPYIIIbI PECYPCOB:

— OCHOBHbIE MH(OPMAIIMOHHBIE CEPBEPHI M CPEACTBA BBHIYMCIUTEIBHON TEXHUKH, Ha
KOTOPBIX  OCYyIIECTBIsieTcs  00paboTka ¥ XpaHeHHe HMH(POPMAUMU  OTPAaHUYCHHOTO
pacrnpocTpaHeHUS;

- ceTeBoe 000pYIOBaHUE U CEPBEPHI, 00ECIICUNBAIOIIHNE PAOOTY KPUTHICCKHX CHUCTEM;

- (aiioBbIe CepBEPHI, HA KOTOPBIX XPAHATCS IaHHBIE, B TOM YHCJIE PE3EPBHBIC;

- KputuuHble st pearensHocTd  ['BJIOY  cucreMbl M KOMMYHUKAIIMOHHOE
obopynoBanue, obecreunBaromiee BHenHue kommyHukauu ['bJIOY.

6.2.4 KoHTposupyeMbie 30HbI 3aIIHUIIAIOTCS COOTBETCTBYIOIIMMU CUCTEMaMH KOHTPOJIS
U YIPaBJICHUS JOCTYIIOM, 00€CIIeUrnBast JOCTYI TOJIBKO aBTOPHU30BAaHHOMY MIEPCOHATY.

6.2.5 JlocTymn B KOHTPOJIHUPYEMBIE 30HBI CTOPOHHUX JIUI] WITU TPECTaBUTENEH APYTruX
OpraHu3aIii BO3MOXEH TOJIBKO B COMPOBOXKIECHUH yIOJHOMOYeHHOTro padotarka [ BIOY.

6.2.6 Pa3zmMernienue u sKCIuTyaTalus paboynx CTaHIU, CEPBEPOB U CETEBOTO
obopynoBanus ['BJIOY ocyiiecTBiseTcs B IOMEIICHUSIX, 000PYTI0OBAaHHBIX 3aMKaMH,
CpeICTBAMU CUTHAIN3AIUU
U (Mpu HEOOXOAMMOCTH) MTOCTOSIHHO HAaXOAIIMXCS TI0JT OXPAHOH WM HAOJI0IEHUEM.

6.2.7 PazMerieHrie TEXHHYECKUX CPEACTB BBIBOJIA U OTOOpaxKeHHs HHPOpMAIINH
B nomeneHusx I'6/10Y npousBoanTcs ¢ y4eToM UCKIHOUYEHHS BOSMOKHOCTH BU3YyaJIbHOTO
npocMoTpa HHPOPMAIUU TOCTOPOHHUMH JIMIIAMU U TIEPCOHANIOM, He JAOMYIIEHHBIM K padoTe
¢ JaHHOW MH(pOpPMALIHEH.

6.2.8 Pa6orHuku I'6/IOY Ha MOMEHT CBOEro OTCYTCTBHSI Ha pabodyeM MecTe 00s3aHbl
UCKJIIOYMTHh BO3MOXHOCTh HAJIMYUS Ha pabodyeM CToJie JOKYMEHTOB UM HOCUTEIIEH
C 3aIuIaeMoi nHpopmanuen.

6.2.9 Texuudeckue cpeacTBa U 000pyIOBaHUE JTOJDKHBI pa3MeIIaThCsl U XPaHUTHCS TAaKUM
00pa3oMm, 4TOOBI COKPATUTh BO3ZMOXKHBIN PUCK €T0 MOBPEKACHUS U YTPO3bI
HECaHKIIMOHUPOBAHHOI'O JOCTYTIA.

6.2.10 [Momemenus ' BAOY nomxHbI ObITE 000PYIOBAHBI JETEKTOPAMH OTHS U IIMA,
OTHETYIIUTEIISIMH, CHCTEMaMH KOHIUITMOHUPOBAHUSI BO3/yXa, CPECTBAMH OXPAHHO-TIOKAPHOU
CUTHATN3al1H.

6.2.11 OcHoBHOe TexHmueckoe obopynoBanue 'b/I0OY momKHO OBITH 3aIUIEHO OT
nepe0oeB B Mojaue IEKTPOIHEPTUN ITyTeM MOIKIIFOUEHUS K AJIEKTPOCETH C MPUMEHEHUEM
HCTOYHUKOB OecriepeOoitHoro nutanus. Mcrounuku 0ecriepe6oiHOro NUTaHus He00X0IMMO
PETYISAPHO TECTUPOBATH U MPOBEPATH YIIOTHOMOYEHHBIM padoTtHukam ['B/IOY B cooTBeTCcTBUU
C pEKOMEHJAIMsIMH POU3BOJAUTES.

6.2.12 ITonp3oBaTenu NOPTATUBHBIX TEXHHUYECKUX CPEACTB HE JOJKHBI OCTABISATh
TEXHUUYECKOEe 000pyI0BaHNE U HOCUTEIN UHPOpMauu 6€3 TpUCMOTpa.



6.2.13 IlopTaTUBHBIE TEXHUUECKUE CPEJICTBA HE IOJDKHBI OCTaBATHCS 3a MpeIeIaMu
koHTpospyemoii 30861 [ BJIOY nombine, uem Toro TpeOyeT ciyxeOHass HEOOX0IUMOCTb, €CITH
MHOE He omnpefeneHo pykoojctsoM ['B/IOY.

6.3 bezomacHocTh 1pu paboTe ¢ HOCUTEIIMU HHPOpMAITUN

6.3.1 BI'BIOY nomxHbI cOOII0AATHECS MEPBI IO OE30MACHOM paboTe ¢ IEKTPOHHBIMH
HOCUTEJISIMU UH(POPMAIINH C LEIbI0 KOHTPOJIS UX UCIOJIb30BaHUS, ISl IPEIOTBPAICHUS
HECaHKIIMOHUPOBAHHOTO KOMMPOBAHUS M pa3TialleHIs 3alUIaeMoil HH(popMaIiy, BHECEHUS
M3MEHEHUH WM YHUYTOXKEHUS YKa3aHHOU MH(GOpPMAIlUH, a TaK)Ke BHECEHUS! U3MEHEHU B
paboTy nH(MOPMAITMOHHBIX CUCTEM.

6.3.2 Pabotauku I'BJIOY m0ipKHBI HCTIOJIB30BaTh 3JIEKTPOHHBIC HOCUTETH MHGOPMAITIH
TOJILKO IS BBITIOJIHEHUS CBOMX CITY>KE€OHBIX 00s13aHHOCTEH. cronb30Banne 3IeKTPOHHBIX
Hocutenei napopmannu B '6JIOY B HHBIX ENsIX CTPOTO 3aIPEIICHO.

6.3.3 Dnekrponnsie Hocutenu nHpopmanuu B 'BJIOY 10mKHBI OBITH YUTEHBI ITyTEM
MPUCBOEHUS KaXKIOMY HOCUTEII0 HHBEHTAPU3AMOHHOTO HOMEpa U Ha3HAYEeHHUsI BJIaJIeIIblIa.

6.3.4 DneKTpOHHBIE HOCUTENIN HHPOPMALIUHU TOJIKHBI XPaHUTHCS B IOMEIICHUSX,
uckirovaronmux nonydenue Kk HuM HCJI, mpu 3ToM noikeH ObITh 00ecriedeH KOHTPOJIb I0CTyIa
K HOCUTEIISIM.

6.3.5 J{is KOHTPOJIS POIIECCOB UCIIOJIb30BAHUS U XPAaHEHUS 3JIEKTPOHHBIX HOCUTENEH
uH(pOpMaLUU JOJKEH ObITh pa3padoTaH NOPSAAOK IJIAHOBOM MHBEHTApU3aLUK HOCUTEIEH.

6.3.6 B ciyuae kpaxu WU OTEPH IEKTPOHHBIX HOCUTENEeH HHPOPMAIINH, a TAKKE HHBIX
UHIMJICHTOB, KOTOPBIE MOTYT IPUBECTH K Pa3TIIAICHUIO 3alIUIAeMOi HH(POPMAIINHU, TOJIKHBI
MPOBOAMUTHCS MEPOIIPHUATHS 110 PACCIEIOBAHUIO YKA3aHHBIX UHIMICHTOB.

6.3.7 Ilpu cHATHH SJIEKTPOHHOTO HOCUTENS HH(POPMAINH € KCIUTyaTallly, BCE JaHHBIE,
XPaHAIIUECS Ha HEM, IOJDKHBI OBITh TAPAaHTUPOBAHHO CTEPTHI.

6.3.8  Ilpu yrrumsanuu 371eKTPOHHBIX HOCUTENICH HHPOPMAIUH JT0JDKHA OBITH
oOecreyeHa HeBO3MOKHOCTh BOCCTAHOBJICHHUS 3alMMCAaHHON Ha HUX UH(OPMALIUU.

6.3.9 ®@axT yHHUTOXEHHUS HHPOPMAIMY U YTHIU3AINHA HOCUTEIST HHPOPMAaITUN
bukcupyercsi B COOTBETCTBHH C MOPSJIKOM, ycTaHOBIeHHBIM B ['B/IOY.

6.4 Texnudeckoe o0CIyXUBaHHE 000PYIOBAHUS

6.4.1 Texundeckue cpenctpa Beex cucteM ['BJIOY momkHBI IPOXOAUTH HA PEryIspHON
OCHOBE CEPBHCHOE 00CITY’)KMBaHUE B COOTBETCTBUU C PEKOMEHAALUAMH POU3BOAUTENEH
000pyT0BaHUs.

6.4.2 PeMOHT U cepBUCHOE 00CTY>KMBaHUE 000PYAOBAaHUS TOJKHBI BBIIOIHATHCS TOJIBKO
KB (UIIMPOBAHHBIM TIEPCOHAIIOM.

6.4.3 Texuudeckoe 0OCTyKUBaHNE O0OPYIOBAHUS M CHCTEM CTOPOHHUMH OPTaHH3AIUSIMHU
HE JIOJDKHO NMPHUBOJMUTH K PUCKY HApYIIEHUS KOH(PUICHIIMATBHOCTH 3aIlMIIaeMOi HHPOpMAIIHH.

6.5 B3aumoneicTBre ¢ TPETBUMHU JIULIAMU

B nensax obecnieuenust uapopmanronnoi 6ezonacHoctu I'bJIOY npu B3aumoaeicTsun
C TPETbUMHU JIMLIAMH JIOJKHBI BBITTOJIHATHCS CIEIYIOLNE MEPOIPUSATHS:

- 3aKJIF0YEHHE COTJIAIEHUS O HEpa3TiallleHnu KOHQUACHINaIbHOW nH(pOpMalnu;

—  KOHTPOJb 32 JEHCTBUSIMH TPETHUX JIHII,

- B JIOTOBOpPAxX C TPETbUMHU JIMLlaMu npeaycMaTpuBath npaso ['BJIOY Ha nposenenue
ayauTa odecreyeHus 6e30MacHOCTH TOM HH(pOopMaluU, KOTopast IepeJaeTcs TPeThUM JIHIaM.

6.6 YnpaBieHne )KU3HEHHBIM [IUKJIOM WH(OPMAIIMOHHBIX CHCTEM

6.6.1 MeponpusiTHs 110 YIPaBICHUIO )KU3HEHHBIM IIUKJIOM aBTOMAaTU3UPOBAHHBIX
MH(OPMALIMOHHBIX CUCTEM JIOJKHBI OBITh HallpaBlieHbl Ha oOecnieueHre HHOpMalnOHHON
0€30I1aCHOCTH IIPU BBOJIE B ICHCTBHE, IKCILTyaTallH, COITPOBOXKICHUN M MOJIEPHU3ALINHY,
BBIBOJIA U3 DKCIUTyaTaIli HH(OPMAIIMOHHBIX CHCTEM, aBTOMATU3UPYIOIINX EATEIEHOCTh
I'BJOY.



6.6.2 OcHoBOI1 Ipu BEIOOpPE WK pa3paboTKe HH(HOPMAITMOHHBIX CUCTEM JOJKHBI SBISATHCS
TEXHUYECKUE 3a/IaHMs, COAeprKalre TpeboBanus HHGHOPMAITMOHHONW O€30MaCHOCTH JIJIst
UH(POPMALIMOHHBIX CHCTEM.

6.6.3 JIro0oe ruranupyemMoe K BHEPCHHUIO M3MEHEHNE HH(HOPMAITMOHHOM CHCTEMBI
IpeIBapUTENHLHO JODKHO OBITh MPOTECTUPOBAHO HA COBMECTUMOCTD M OTCYTCTBUE HAPYIICHUI
paboTOCIIOCOOHOCTH CUCTEMHBIX KOMIIOHEHTOB.

6.6.4 PaGoThI O MOJIEpHU3AIIMN aBTOMATU3UPOBAHHON HH()OPMAIITMOHHON CHCTEMBI, B TOM
YCcJIe 110 YCTaHOBKE MPOrpaMMHOI0 o0ecredeHns 1 OOHOBJIEHUH, JOJDKHBI TPOBOIUTHCS
B Hepabouee BpeMsl UM BPEMsl HauMEHbLIEH pabodeil Harpy3KH.

6.6.5 [Ipu BbIBOJE M3 KCIUTyaTalluy aBTOMATU3UPOBAHHBIX HH(OPMALIMOHHBIX CUCTEM
JIOJDKHO 00ecrieunBaThCs rapaHTUPOBAaHHOE yAaleHHe 00padaThIBaeMOi U XpaHUMOM B HUX
MH(POPMALIUHU C UCIIOIb30BAHUEM CIIELMATN3UPOBAHHBIX IPOTPAMMHBIX CPEJICTB WJIU ITyTEM
(U3NIECKOTr0 YHHUTOXKEHHS HOCUTENeH HH(pOopMaIum.

6.6.6 Bce nporenypsl o6ecriedeHust nHOOPMAIMOHHOM 0€301MaCHOCTH, YCTaHOBJICHHBIE
B I'B/IOY B oTHOmIEHNH HHPOPMALIMOHHBIX CHCTEM, JOJDKHBI BBITTOIHATHCS U
KOHTPOJIMPOBATHCS OTBETCTBEHHBIMHU 33 MH(POPMALIMOHHYIO O€30I1aCHOCTD JIUIIAMHU.

6.7 AHTUBHpYCHaS 3aIUTa

6.7.1 B nemsax npeaynpexaeHust, 0OHAPYKEHHS U YCTPaHEHHsI BPEIOHOCHBIX MTPOrpamMm
B ['b/IOY Ha nOCTOSAHHON OCHOBE JIOJ>KHBI UCIIOJIB30BATHCS CPEACTBA AaHTUBUPYCHOM 3aIIMTHI.

6.7.2 O0s13aTeIbHOMY aHTHBHPYCHOMY KOHTPOJIIO JJOJDKHA TTOJIEKATH JIF00ast
nHpopmanus (TekcToBble (aiibl T00bIX GOpMaTOB, (haliIbl TaHHBIX, UCIIOTHAEMBbIC (aiiibl),
noyryqaemast
U TiepesiaBaeMasi o TeJIeKOMMYHHKAIMOHHBIM KaHallaM, a Takke HH(GopMalus, XxpaHuMas Ha
MOAKITIOYAEMbIX ChEMHBIX HOCUTEISIX, IPU HEMTOCPEICTBEHHOM OOpaIlleHUH K HEMl.

6.7.3 Ilpu ycTaHOBKE MPOrPaMMHOTO OOecTeueHus: Ha cepBephbl MH(OPMALIMOHHBIX CHCTEM
I'BIOY wnm ux OOGHOBIICHUU JIOJDKHA aBTOMATHYECKH BBITOJIHATHCS TTPEIBAPUTEIIbHAS
MPOBEPKa JAHHOTO IPOrpaMMHOT0 0OecreyeHHsI Ha OTCYTCTBUE BPEIOHOCHOTO MMPOTPAMMHOIO
obecrieueHus.

6.7.4 Curnarypnslie 0a3bl BpeIOHOCHOTO MPOTPaMMHOT0 00eCIiedeH s 1 aHTUBUPYCHBIE
CpEe/ICTBa 3aIUTHI JOJDKHBI PETYJIIPHO OOHOBIISATHCA.

6.7.5 TlonszoBatenu nnpopmannoHHbx cucteM ['BJJOY He 10MKHBI KMETh BO3MOKHOCTD
MOJIYYSHHS JOCTyIa K KOHPUTYpaIlMid aHTUBUPYCHOTO CPEJICTBA 3AIIUTHI UM €T0 OTKIIFOUCHHUSI.

6.7.6 BI'BIOY HeoOxoaumo onpeaenuTs Npoueaypy Al o0paboTKU U BOCCTAHOBICHUS
WH(UIIMPOBAHHBIX TAHHBIX M OTCIC)KMBAHNUE UCTOUHUKA 3apaKEHUSI.

6.8 KonTpons nocryna Kk ”HPOPMAMOHHBIM CUCTEMaM

6.8.1 Bce padorauku 'B/I0Y, nomymieHHsie K paboTe ¢ MHPOPMAIMOHHBIMHA CHCTEMaMH
HECYT MEPCOHAIIbHYIO OTBETCTBEHHOCTD 33 HAapyLIEHHs YCTAHOBJIEHHOI'O MOPsJIKa 00paboTKU
UHPOPMAIINH, IPABIJT XPAHEHUS, UCTIOIH30BAHUS H MIEpeadu, HaXOISIINXCS B HX
pacropsKeHNH 3aIIHUIIAEMBIX PECYPCOB CHCTEMBI.

6.8.2 YpoBeHs nmomHoMounii mosp3oBatens B mHGpopmanuonnoii cucreme I'B/I0Y nomken
OTIpeNIeNAThCS B COOTBETCTBHUH C €T0 JOJPKHOCTHBIMU 00s13aHHOCTSIMH U IIPOU3BOJICTBEHHON
HEO0XOIUMOCTBIO.

6.8.3 [loctyn nonb3oBareneit kK mHGpopMmamoHHeIM cuctemaMm ['BJIOY nomxken
KOHTPOJIMPOBATHCS a[IMUHICTPATOPOM CHCTEMEI.

6.8.4 OcymecTBiIeHHE PETYIISIPHOTO KOHTPOJIS BHIIOJIHEHUS TIOJIUTUK U MHBIX
JIOKYMEHTOB, KacaroIuXcs periiaMeHTanuu gonycka pabotaukoB ['BJIOY k nundopmannoHHbIM
CHCTEMaM.

6.9 Unentudukanus u ayreHTUPUKAUS

6.9.1 loctymn nonp3oBateneil K ”HPOPMAIMOHHBIM CHCTEMaM JIOJIKEH MPEOCTABIISATHCS
TOJILKO ITOCJIE YCIIEUIHOTO 3aBEpILICHUs POLelyp UIeHTU(DUKALNH, ayTeHTHPUKALUN
Y aBTOPU3ALINH.



6.9.2 [lonmy4yeHue noab30BaTeIeM UMEHH B CUCTEME U TApOJIbHOW HH(POPMALIUU, KOTOpPBIE
o0ecIeunBaroT JOCTYII OJIB30BATENS K PECypcaM CUCTEMBI, TOJDKHO OCYIIECTBIIATHCS 10
NPEJCTAaBICHUIO PYKOBOJUTENCH CTPYKTYPHBIX HOAPA3ICIICHHM.

6.10 bezomacHoCTh MapoJs

6.10.1 C uenpro obecriedeHus 3auThl OT HECAHKITMOHUPOBAHHOTO JTOCTYIIA
K MH(POPMALIMOHHBIM CUCTEMaM YCTaHABIMBAIOTCSA TPEOOBAaHUS K BBIOOPY MapOIHHOM
uH(popMalnu, 00eCeunBaroIUe T0CTATOYHYIO CTENIEHb CTOMKOCTH MapoJeil.

6.10.2 [{nst obecrieueHus] KOHPHUACHIIMATHHOCTH MAPOILHON HH(POPMAIIHH TTOJIE30BATEIIO
3arpenlaeTcss XpaHUTh 3HAUEHUsI CBOMX Maposieil Ha OyMa)KHOM HOCUTENE B OTKPBHITOM BHJIE
U B CBOOOJIHOM JIOCTYIIE.

6.10.3 Jlyis obecnievueHust KOH(DUICHIIMATILHOCTH ApPOILHON HHGOPMAIIH TI0JIb30BATEIISIM
3arpenaeTcs nepe1aBaTh 3HaYeHUSI CBOMX NApoJIei TPETbUM JIUIAM.

6.10.4 I1pu BBOEC MapoIIsl TOJIBL30BATENIEM VIS IOCTYNA K HH()OPMAITMOHHOM CHCTEME
I'BIOY n0mKHO UCKITIOYAThCS OTOOpaKEHHUE MApOILHON HH(pOpPMAIHK HA YKPaHE MOHUTOPA B
OTKPBITOM BHJIE.

6.10.5 Ilpouenypa cMeHbI MapoabHON HH(pOpMAIK B MHPOPMALIMOHHBIX CUCTEMAX
I'BAOY nomxHa NpOBOAUTHCS HA PETYISIPHON OCHOBE.

6.11 Perucrpanus coObITUI

OcCyIIecTBICHHE PETUCTPALINN COOBITHI O€30IMAaCHOCTH Ha BCEX KOMITOHEHTAaX
uHpopmannonusix cucteM I'BJIOY, B koTopbIx 00pabaThIBaeTCsl, XpaHUTCS WM IO CPEACTBAM
KOTOPBIX TIepeacTcs 3amunaeMas HHOOpMAaIIHs.

6.12 UcnonszoBanne CK3U

6.12.1 Pemenne 00 ucnonp3oBannu CK3U B nHTEpecax 3ammThl COOCTBEHHBIX
MH(POPMALIMOHHBIX PECYpPCOB IPUHUMAETCS PYKOBOACTBOM B COOTBETCTBUU
¢ 3aKoHOJaTenbCcTBOM Pocculickor denepanuu.

6.12.2 IIpu sxcrutyarauuu CK3U u kmroueBoii nndopmanuu Bee corpyanuku ['bJI0Y
JIOJKHBI BBITIOJTHATH TPEOOBaHUS HOPMATHUBHBIX MPABOBBIX aKTOB, M3/1aBAEMBIX (eepaTbHbIM
OpPraHOM HCIOJHUTEJIbHON BJIacTu B 00J1acTH o0ecrieyeHHs 6€301acHOCTH, JOKYMEHTOB 110
obecrieuennto 6e3onacHocT ucnoib3zoBanus CK3U, a Takke sKCITyaTallMOHHON
nokyMmeHTanuu npoussoaurens CK3U.

6.13 be3onacHocTh MH(YOPMAILTMOHHON CeTH

6.13.1 YcranoBiieHHe Ha/IIKAIIETO KOHTPOJIS B OTHOIICHUH JIOKATEHOM
BBIUMCIIUTENHHOM CETH M BCEX BHEIIHUX MH(POpMAIMOHHBIX KoMMyHuKaruii ['BJIOY mns
obecrieueHus 3alIUThl JaHHBIX 1 3auThl HHGopManuonHubix cuctem I'BJIOY ot HC/I.

6.13.2 JlomxHBI OBITH OTIpE/IeNIEHBI 1IEJIN HCII0NIb30BaHus ceTh VIHTepHeT u TpeOoBaHMs
K IpoLEeAYype UCTIOIb30BaHus pecypcoB cetu MuTeprer. Mcnons3oBanue cetn MHTEpHET
pabOTHUKOB B JIMUHBIX LIEJSIX JOJKHO OBITH CTPOTO 3aMpenieHo.

6.13.3 loctyn k nH(pOpMAIIMOHHBIM cepBHCcaM ceTh MHTepHET npeaoCcTaBIIseTCs
pabotHukam I'B/IOY TonbKO B cilyuae MpOU3BOJCTBEHHOW HEOOXOIUMOCTH.

6.13.4 Iloaxmrouenue kK cetr IHTEpHET JOIKHO OCYIIECTBIISITHCS TOJIBKO TIPH
OpraHu3alUK 3alUTHl COEIMHEHHS TyTEM YCTaHOBKUM MO M crielManbHbIX IPOTrPaMMHBIX
CPEZCTB 3aIIHTHI.

6.13.5 PazpemmrenbHble MOTUTUKH JOCTYyNAa B IHTEpHET TOKHBI TEXHUYECKH
pEeaT30BBIBATHCS CHEIIHATH3NPOBAHHBIM MTPOTPAMMHBIM 00ECTICUECHHEM.

6.13.6 KoHTpo:b nCIOIb30BaHUS paOOTHUKAMU PecypcoB ceTh VIHTepHeT J0KeH
OCYIIECTBIISITHCS YIIOJTHOMOYSHHBIMH PA0OTHUKAMH Ha TIOCTOSIHHOW OCHOBE.

6.14 Vicrionmp30BaHue KOPITOPATHBHOM JIEKTPOHHOM MOUYTHI

6.14.1 Cucrema KOpHOPATUBHOM AMEKTPOHHON TIOYTHI JOJDKHA HCToNib3oBaThes B ' BJJOY
C LIeJIbI0 OpraHu3aluyu 0OMeHa HJIEKTPOHHBIMHU COOOIIEHUSIMU MEXTy PAOOTHUKAMH, a TAKKE
Mexay pabotaukamu ['BJIOY u BHeTHUMU aOOHEHTaMH.

6.14.2 BI'B/IOY n0mKHBI OBITH YETKO OTIpeJieeHbl TPEOOBAaHUS K HCIIOJIb30BaHHIO
CHUCTEMBI KOPIIOPATUBHOM HJIEKTPOHHOM MOYTHI.



6.14.3 [IpenocTaBieHne U IpeKpalieHne J0CTyma K pecypcaMm KOpIOpaTUuBHON
AJIEKTPOHHOW TIOYTHI TOJHKHO OCYIIECTBISITECS TOJIBKO HAa OCHOBE O(DOPMIICHHOM 3asIBKH.

6.14.4 BTBOY nomkHO OBITH YCTAHOBJICHO CIEIHATLHOE MPOTPAMMHOE O0eCTIeueHUE,
OCYILECTBIISIONIEE KOHTPOJIb BCEX BXOMISAIIMX COOOIICHUI HAa HATMYWE BPEAOHOCHOTO
MPOrPaMMHOTO O0ECTICUeHUSI.

6.14.5 B I'BJIOY nomxHBI OBITH TPETYCMOTPEHBI MEXaHU3MbI APXUBUPOBAHUSI U
PE3epPBHOrO KOIMMPOBAHUS KOPIIOPATHBHON AJIEKTPOHHOMN TOYTHI B aBTOMATHUYECKOM PEKHIME.

6.15 Pe3epBHOE KOMMPOBAHKE U BOCCTAHOBJICHHUE JTAHHBIX

6.15.1 OcymiecTBiIeHHE PE3EPBHOTO KOMTUPOBAHUS JIJIS:

—  (hailiJIOBBIX CEpPBEPOB U CEPBEPOB MPHIOKCHUN, KPUTHUHBIX I JESTCIBHOCTH
I'A0Y;

—  OINEpaIMOHHBIX CUCTEM (PaiJIOBBIX CEPBEPOB U MPHUKIAIHBIX TPOrpaMM;

—  TIPWIOKEHUH, KpUTHYHBIX JyuIs AesitenbHoctr [ BOY;

— pabouux JaHHBIX.

6.15.2 YacroTa 1 pesxuM pe3epBHOTO KOTUPOBAHUS YCTAHABIMBAIOTCS TAKUM 00pa3oM,
YTOOBI 00€CTIEYUTh MUHUMAIBHYIO MTOTEPIO JAHHBIX U JOIYCTUMOE BPEMsI BOCCTAHOBIICHHUSI.

6.15.3 Pe3epBHOE KOMMPOBAHUE W BOCCTAHOBIICHUE PECYPCOB HH(POPMAIIMOHHBIX CHCTEM
I'BAOY nomkHbI IPOBOAUTH yriosHOMouYeHHbIe paboTauku ['BJJOY.

6.15.4 Pe3epBHOE KOMTUPOBAHUE JIOJDKHO OCYIIECTBISTHCS B aBTOMAaTHUECKOM PEKUME
C MPUMEHEHHUEM CIIeIUATM3UPOBAHHOTO MPOTPAMMHO-ANIAPaTHOTO KOMILIEKCA.

7 OcHOBHBIE TPeOOBAHMS K NMpoLeccaM yIpaBjieHus: HHGOPMauOHHOM
0€30MaCHOCTHI0

7.1 YnpapieHue puckamu

7.1.1 Bei6op TpeboBaHMit 10 MHPOPMALTMOHHOMN O€30IMaCHOCTH 1 3aIIUTHBIX MEXaHU3MOB,
NPUMEHSEMBIX B ccTeMe HH()OPMAIIMOHHON 0€30IacHOCTH, TOJKEH OCHOBBIBATHCS HA
IPOBE/ICHUH aHAJIN3a PUCKOB HAPYIIEHUSI OCHOBHBIX CBOWCTB 0€30IacHOCTH /1J1sl Haubosee
KPUTHYHBIX HH(pOopMalmoHHbIX pecypcoB ['BIOY.

7.1.2 OcHOBO# OLIEHKH PUCKOB JIOJKHA OBITH OlIEHKA YCIOBUI U (PAKTOPOB, KOTOPHIE
MOTYT CTaTh NPUYMHON HAPYILIEHUS CBOIMCTB 11EI0CTHOCTH, KOH(UIECHIIMATBHOCTH U
JOCTYITHOCTH JUIsl pecypcoB HH(popMaroHHo# cuctems! I'B/10Y.

7.1.3 Pe3ynbraToM MpOBEIEHNS aHAIN3a PUCKOB JIOJDKEH OBITh KOMIUIEKC Mep,
HAIPABJICHHBIX HA CHUKEHUE BO3MOYKHOTO HEFaTUBHOTO BIMSHUSA HA OCHOBHYIO JESTEIBHOCTD
I'BAOY npu peanuzanuu TOW UM UHON Yrpo3bl U 00€CIeUUBAIOIINX JOCTATOYHBIH YPOBEHb
3alUIEHHOCTH nHpopMannoHHbIX cucteM ['B/10Y.

7.2 YnpaBieHrne HHIUACHTaMHU HH(OPMAIIMOHHOHN 0€3011acHOCTH

7.2.1 J1na obecriedenns 3pGEKTUBHOTO pa3penieH s HHIIUIEHTOB HHPOPMAIIMOHHOM
6e3onacuoctu B 'BJIOY, MuHMMM3a1Mu OTEPh M YMEHBIIEHUS PUCKAa BOSHUKHOBEHUS
MOBTOPHBIX MHIIUJEHTOB JJOJDKHO OCYIIECTBIATHCS 3PPEKTUBHOE YIPABIEHNE HUHIIUIEHTaMHU
UH(POPMALIMOHHOM 0€30MacHOCTH.

7.2.2 J151a yripaBiieHUs] HHITUICHTAMHA WH(POPMAIIMOHHON 0€301acHOCTH IOJKHA OBITh
CO3J/laHa CUCTEeMa y4yeTa MPOU30LIEAIINX HHIMACHTOB, KOTOPas MPECTaBIsAeT COO0H KOMILIEKC
CPEJICTB 1 MEPONPHUATHH JJ1 cOOpa ¥ KOHCOTUAANNHN HHPOPMAITHK 00 MHITUICHTAX.

7.2.3 B oTHOIIEHUH Ka)KAO0T0 MPOU3OIIE/IIEr0 HHIIUACHTA J0JKEH BBIMOIHATHCS €T0
aHaM3 U pa3zpaboTka 3QPEKTUBHBIX MEP pearnpoBaHUs Ha JAHHbII UHLIUJCHT.

7.3 MOHUTOPHHT TEKYIIIETO YPOBHS HHPOPMAIMOHHOMW O€30MTaCHOCTH

7.3.1 111 o0ecriedeHnst BEICOKOTO YPOBHSI KOHTPOJISI B OTHOIIICHUH CHCTEMBI 00ECTICYSHUS
uH(popmanmonHou 6e3omnacHoct B 'BJIOY Ha mocTOSHHONW OCHOBE JOKEH MTPOBOAUTHCS
KOMIUIEKCHBIN aHAJIU3 CYIIECTBYIOIINX 3aIIUTHBIX MEXaHU3MOB U BOSHUKAIOUINX WHIUJICHTOB



UH(POPMALIMOHHOI 0€30MacCHOCTH, a TAK)Ke NEPUOTUUECKUI ayIuT BCel CHCTEMBbI 00ECTICUCHHUS
nH(pOpMaIMOHHOM 0€30MMacCHOCTH.

7.3.2 IIporiecc MOHUTOPUHTA CHCTEMBI 0OecTiedeHrsT HHPOPMALMOHHOM Oe30MacCHOCTH
JIOJDKEH BKJIFOYATh B ¢€0sl KOHTPOJIb OPraHU3alMOHHBIX U TEXHUUYECKUX 3aIllUTHBIX MEp, aHAIIU3
napamMeTpoB KOHGUTYpaIlMKi U HACTPOHKH 3AIIUTHBIX MEXaHU3MOB.

7.3.3 Ilpu mpoBeICHNU KOHTPOJIBHBIX MEPOIIPUATUH, CBA3AHHBIX C OLIEHKOMN
¢ynkunonupoBanus 3amuTHBIX Mep B ' BJIOY, ynonnomoueHHbIe paOOTHUKH JOKHBI
HIPUIEPKUBATHCS CIEAYIOIINUX IPUHLIUIIOB:

— He HapywmaTth QyHKIIMOHUpOBaHHE TeKymien aesrenbHoctu [ B0V,

— JeHcTBOBaTh B COOTBETCTBUM C BHYTpeHHUMH jAokymeHTamu ['BJIOY 1o
nH(pOpMaIMOHHOM 0€30MMacHOCTH;

— HE CKpbiBaTh (aKkThl BBIBICHHBIX WHIMJICHTOB W HAapyIIeHUH TpeOoBaHUI
nH(OPMAIIMOHHON 0€30MIaCHOCTH;

—  0(hOpMIIATh OTYETHI, MOATBEPKAAIOIINE BBINOJIHEHUE MEPONPUATHH IO 00eCIIeYEHUI0
nH(pOpMaIMOHHOM 0€30MMacHOCTH.

7.3.4 Undopmanus, NoTy4eHHAs B X0/I€ MPOBEJCHHUS KOHTPOIUPYIOIIUX MEPOIPUATHIA
0 JIeUCTBUAX, COOBITUAX U NapaMeTpax, UMEIOIIUX OTHOILEHHE K (DyHKIIMOHUPOBAHUIO
3allUTHBIX MEp, J0JKHA KOHCOJIUAUPOBATHCS U XPAHUTHCS B MECTAX, UCKIIIOYAIOILIUX
HOJIy4eHHE K Hel HECAHKLIMOHUPOBAHHOTO JOCTYIIA.

7.3.5 MOHHUTOPHHT TaHHBIX O 3aPETUCTPUPOBAHHBIX COOBITUSIX HHPOPMALIMOHHOM
0€30I1aCHOCTH JIOJ’KEH IMPOBOAUTHCS, 110 BOZMOKHOCTH, C UCIIOJIb30BAHUEM BCTPOCHHBIX
MEXAaHU3MOB HaCTPOMKHU U ayuTa COOBITUI B IPOrPaMMHBIX U IPOTrPAMMHO-TEXHUYECKUX
CpEeICTBaX, UCMOB3YeMbIX B HHGopMarmonnbix cuctemax ['bIOY.

7.4 Ayaut cuctembl obecriedeHust ”HPpOPMAIMOHHOM 6€30MacHOCTH

7.4.1 B nensax OLeHKH TEKYIIEro YpOBHS MH(OPMAaLMOHHON O€3011acCHOCTH
ynonHoMoueHHble pabotHUKU 'B/IOY Ha perynspHOil OCHOBE 10JIKHBI IPOBOAUTE ayAUT
MH(}OPMaLlMOHHON O€3011aCHOCTH.

7.4.2 BHyTpeHHME ayJUThI UJIM CAaMOOLICHKH TOJDKHBI BBIIOIHATHCS, 110 BO3MOKHOCTH,
paboraukamu I'BJIOY.

7.4.3 Pe3ynbTaToM BBIIIOJHEHHS ayTUTOB 110 HHPOPMALIMOHHOM 6€30MacHOCTH TOIKHBI
CTaTh OTYETHI O BHIMOJIHEHHOM ayJuTe HH(POPMAIIMOHHONW O€30MaCHOCTH, KOTOphIE
pa3pabateiBarotcs cienuanuctamu ['5I0Y.

7.4.4 Tlo pe3ynbraraMm ayauTa yrnoJIHOMOYEHHbIE pa0OTHUKHA U OTBETCTBEHHBIE
noapasnenenus I'6/I0OY nomxkHbI onpenennTs 1eHCcTBUS, HEOOX0IUMBIE JUIsSl yCTPaHEHUS
0OHapyXEHHBIX HECOOTBETCTBUI B MIPOLIECCE AYAUTA U BbI3BABILINX UX MPUUMH.

7.5 YpaBieHue nepcoHaioM

7.5.1 Opranu3zanus TaKoro mpolecca ypaBJIeHUs IEPCOHATIOM, KOTOPBIA 00€CTIeUnT
JIOBEPUTEIBHOE OTHOIIEHUE K paOOTHHUKAM, a TAaKXKe OPraHu3yeT KOMIUIEKCHOE
IPOTUBOAEHUCTBUE YIrpo3aM HH(OPMALIMOHHON O€30MMaCHOCTH, UCXOSIINM OT IepCoHaa
I'BAOY.

7.5.2 BemosHeHne 00s13aTeIbHBIX TPOBEPOK MPH MPHEME HOBBIX PAOOTHHKOB Ha paboTy
C TOYKH 3pEHHsI JOCTOBEPHOCTH COOOIIAeMbIX UMM JJAHHBIX M C TIO3ULUHU OLIEHKH UX
MpOQeCCHOHATIEHBIX HABBIKOB.

7.5.3 Opranusaiyst paOoThl B HAIPaBJICHNUHU MOBBIIIEHUS OCBEJOMJICHHOCTH U 00Y4EHUS B
obnactu nH(POpPMAITMOHHOM 0€30MMaCHOCTH.

7.5.4 TloBslenue ocsegomiieHHOCTH paboTHrkoB I'B/IOY:

— 1o cymectBytomuM B ['6/I0Y nonutukam nHpopmManoHHOM 6€301aCHOCTH;

— no npumenseMbM B ['b/IOVY 3amutHBIM Mepawm;

— 10 MPaBWIBHOMY HCIIOJIb30BAHMIO 3AIIUTHBIX MEP B COOTBETCTBUU C BHYTPEHHUMHU
nokymentamu ['BZIOVY.



8 3akuenne

8.1 Hacrosimias [Tonutuka siBisiercss BHyTpeHHUM gokymeHToM ['BJIOY,
001IeIOCTYITHOM U MOAJNICKUT Pa3MEIICHUIO0 Ha OPUIIMATIEHOM CaifTe IETCKOro caa.

8.2. Hacrosmas [lonuTuka noajie’xxutT u3MeHEHHIO, JOTOIHEHUIO B CITydae MOsSBICHUS
HOBBIX 3aKOHOJIATEJIbHBIX aKTOB U CIIEIMAIbHBIX HOPMATUBHBIX TOKYMEHTOB 10 00paboTKe
Y 3alllUTEe MEPCOHANIBHBIX JIAaHHBIX, HO HE pPEXe OJHOr0 pasa B Tpu roja. [lpu BHeceHuun
M3MEHEHUH B aKTyaJIbHOM peJaKiuu yYKa3bIBaeTCs Aara rnocieaHero oonosnenus. Hopas
penakuus [lonmuTuku BCTyIaeT B CUIIy C MOMEHTA €€ pa3MEIlEeHUs, €CJTU UHOE HE
MpelyCMOTPEHO HOBOM peaakuueit [lomutukmy.

8.3. KonTponp ucnonHenus tpedoBanuii HacTosmed [lomuTuky ocymecTBiaseTcs
OTBETCTBEHHBIM JIUIIOM 3a obecrieueHre 0e30MacHOCTH NEPCOHANBHBIX JaHHbBIX JIETCKOTO
caza.

8.4. OtBeTcTBEHHOCTH NOJKHOCTHBIX Jull ['BJIOY, nmeronux noctyn
K KOoH(pHIeHITMATbHON HH(OpMAIIHH, 32 HEBBITIOTHEHHE TPEOOBAHUI HOPM, PETYIUPYIOMIUX
00paboTKy U 3a1UTy HH(GOPMALIKMH, ONIPEAETSETCS B COOTBETCTBUH C 3aKOHOAATEIHCTBOM
Poccuiickoit @enepanuu u BHyTpeHHUMHU AokymeHTamu I'BJIOY.
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